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1. GENERAL PROVISIONS

1.1.  This Policy (hereinafter referred to as the
Policy) specifies the organization of receiving,
registration, handling and keeping the documents
containing data related to personal information of
Modular Mining Systems FEurasia, LLC
employees and other third parties.

1.2.  This Policy applies to all Employees of
Modular Mining Systems Eurasia, LLC (both
National and Expatriate staff), (hereinafter
referred to as the Company, Employer).

1.3.  The purpose of this Policy is to establish
the procedure for processing personal data that
meets the requirements of the applicable law of the
Russian Federation; ensure protection of personal
data of employees of the Company from
unauthorized access and disclosure.

1.4.  This Policy grounds on: Constitution of
Russian Federation, article 14 of Labor Code of
the RF, Federal law No.152-®3 “On Personal
Data” of 27.07.2006, and other related acting
normative and legal documents of the Russian
Federation.

1.5. Personal data is always considered as
confidential and strictly secured information.

1.6.  This Policy and amendments to it shall be
approved by the General Director. All MMSE
Employees should be familiarized with this Policy
and amendments to it by signing a special
facilitation form.

2. TERMS, DEFINITIONS, AND
ABBREVIATIONS

2.1. The following with  the
corresponding definitions are used in this Policy:

terms

— personal data shall mean any information
relating to a directly or indirectly determined
individual, the subject of personal data;
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1. OBHIME ITOJIOKEHUA

1.1. Hacrosmmee  Ilomoxenme  (mamee — —
«ITonoxxenue») ycraHaBiIMBaeT MOPSIOK cOopa,
ydera, oOpaOOTKH, HAKOIJIEHUS W XpaHEHUSI
JIOKYMEHTOB, coJiep KaIux CBEJICHHS,
OTHECEHHbIE K  TEpPCOHAJIbHBIM  JaHHBIM
pabotHnkKoB OO0 «Moaynap Maitnuar Cuctemc
EBpazust» ¥ MHBIX TPETHUX JIUII.

1.2. JlaHHOE MOJIOKEHHUE PACIIPOCTPAHSICTCS Ha
Bcex coTpyrHukoB OOO «Moaynap MaitHuHr
Cucremc EBpazus»,  (mamee Kommnanus,
Paboromarens).

1.3. Ienb HACTOSIIETO
YCTaHOBUTH TOPSJIOK 00pPabOTKU MEPCOHATBHBIX
JAHHBIX,  COOTBETCTBYIOUIUW  TpeOOBaHUSIM
JIEH CTBYIOIIET O 3aKOHOIATEIIbCTBA PO;
o0ecreunTh 3aIHUTy TEPCOHATBHBIX JaHHBIX
paboTHUKOB Kommanun oT
HECAaHKIIMOHMPOBAHHOTO IOCTYTIA U Pa3TIIaIlCHHSL
1.4. OcHoBanueM g pa3pabOTKH HACTOSIIIETO

Ilonoxkeans  —

ITonoxenus sBustorcs: Koncrutymus PO, riasa
14 TpynoBoro konexkca PO, ®enepanbHblii 3aK0H
or 27.07.2006 NI152-®3 "O mnepcoHalbHBIX
JMaHHBIX", Jpyrue NeUCTBYIOIIME HOPMAaTHBHO-
MpaBOBHIC aKThI PO.

1.5. TlepcoHanbHBIE NaHHBIE BCEra SIBIISFOTCS
KOH (¥ ICH [THATEH O, CTPOro OXpaHseMOi
nHpOpMaIueil.

1.6. Hacrosmee IlonokeHHne M H3MEHEHUSI K
HEeMY yTBepKaaroTcs [ eHepabHBIM UPEKTOPOM.
Bee paborHuku OOO «Mogynap MaiiHUHT
Cucremc EBpazust» NOMKHEI OBITH 03HAKOMJICHBI
MOJl pacmucKy c gaHHeM [lomokeHueM u
W3MEHCHUSMU K HEMY.

2. TEPMHMHBI, ONPEJIEJEHUA U
COKPAILIEHUA

2.1 B HacrosmeM moioKeHUH UCTTOTb3YHOTCH
CIIETYIOIINE TEPMHUHBI C COOTBETCTBYIOIIMMU UM
OTIpEICTICHUSIMH |
— nepcoHAaJbHble  JaHHble -  Jr00as
nHpOpMaLKs, OTHOCAIIAACS K MPSAMO HIH
KOCBEHHO

OIIPEACICHHOMY, nim



— operator shall mean the Company organizing

and/or performing processing of personal
data, as well as determining the purposes of
personal data processing, the composition of
personal data to be processed, actions
(operations) performed with personal data;

personal data processing shall mean any
action (operation) or set of actions
(operations) performed using automation
tools or without using such tools with personal
data, including collection, recording,
systematization, accumulation, storage,
clarification (updating, changing), extraction,
use, transfer (distribution, provision, access),
blocking, deletion, destruction of personal
data, as well as mixed processing with
transmission on the internal network of the
Company and on the Internet;

non-automated personal data processing
shall mean use, clarification, dissemination,
destruction of personal data inrelation to each
of the subjects of personal data, performed
with direct participation of a person;

automated personal data processing shall
mean personal data processing by means of
computer equipment;

personal data dissemination shall mean
actions aimed at disclosing personal data to an
indefinite number of persons;

personal data provision shall mean actions
aimed at disclosing personal data to a definite
person or a definite number of persons;

personal data blocking shall mean
temporary termination of personal data
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OnpeaciIIEMOMY (bI/I3I/I‘l€CKOMy jqany -
Cy6’LGKTy MMCPCOHATIBHBIX JaHHBIX]
onepaTrop — KOMH&HI/IH, OpraHusyromas n/

W OCYIIIECTRIISTIOITIAS 00paboTKy
NEPCOHATBHBIX  JaHHBIX, @ TaKKe
oTpeeIsronIast 1enu 00paboTKH
MePCOHATIBHBIX JIaHHBIX, cocraB
MEPCOHANBHBIX  JAHHBIX,  MOJIEKAIMX
o0paboTke, JeUCTBUS (omepauunm),

COBEpIIAEMBbIE C TIEPCOHATBHBIMH J[aH HBIMU;
00padoTKka MNEPCOHAJNBHBIX JAHHBIX -
moboe neiicteue  (omepanus) WM
COBOKYMHOCTh  JACWCTBUU  (omepamuii),
COBEpIIIAEMBIX C HCIOJB30BAHUEM CPEJCTB
ABTOMATH3aIlMU WJIM 0€3 HCIOIb30BaHUL
TaKUX CPEJCTB C MEPCOHATBHBIMH JAHHBIMY,
BKJIfOUas cOOp, 3amuch, CHCTEMATHU3AIIHIO,
HaKOIJICHUE, XpaHeHwue, YTOYHCHUE
(oOHOBIIECHHWE, W3MEHECHHUE), W3BJICUCHHE,

M CIOJIb30BAHME, nepenaqy
(pactipocTpaHeHuHe, MPEJOCTaBJICHHE,
JIOCTYTI), OJIOKMpOBaHUE, yaaneHue,

YHUYTOXKCHUE TEPCOHAIBHBIX [aHHBIX, a
Tak)Ke cMelraHHas oOpaboTka ¢ Tepeaayei
1o BHyTpeHHell cetn KoMmnanuu u no cetu
HNuTepuer.

HeaBTOMATH3HPOBAHHAS 00padoTka
NMePCOHAJIBHBIX JAHHBIX - HCIIOIb30BaHUE,
YTOYHEHHE, PaclpoCTPaHEHHE, YHUUTOKEHHE
NMEPCOHANBHBIX  JIAHHBIX B  OTHOIICHUH
K@KJOr0 H3 CYOBEKTOB MEPCOHATBHBIX
JAHHBIX, OCYILIECTBIISIEMbIE npH
HEIMOCPEACTBEHHOM Y4acTUH YEI0BEKa;
aBTOMATH3MPOBAHHASA o0padoTka
NMEePCOHAJIBHBIX JaHHBIX - 00paboTka
MIEPCOHATBHBIX JAHHBIX C ITOMOIIBIO CPE/ICTB
BBIYMCITUTEIBHON TEXHUKH;
pacnpocTpaHeHue MepCOHAJBHBIX JAHHBIX
- JICHCTBHS, HAIPaBJICHHBIC HA PAaCKPHITHE
MEepPCOHATBHBIX JaHHBIX HEOMpPEACTICHHOMY
KpYTY JIUIL;

NpeocTaBJieHHE MEePCOHATBHBIX JAHHBIX -
NEeWCTBUS, HAaNpaBlICHHBIE HA paCKphITHE
NEPCOHANBHBIX  JaHHBIX  OINPEIEeICHHOMY
JMITY WJIA ONPEeTICHHOMY KPYTY JIHIL;
0JIOKHPOBaHMe NMEPCOHAJIBHBIX JaHHBIX -
BpEMEHHOE  MpekpamieHue  o0paboTKu



processing (unless processing is required to
clarify personal data);

personal data destruction shall mean the
actions as a result of which it becomes
impossible to restore the content of personal
data in the personal data information system
and/or as a result of which material tokens
with personal data are destroyed;

personal data information system shall
mean the totality of personal data contained in
the databases and information technologies
and technical means ensuring processing of
personal data;

cross-border transfer of personal data shall
mean transfer of personal data to the territory
of a foreign state to an authority of a foreign
state, to a foreign individual or to a foreign
legal entity;

employee shall mean an individual that has
entered labor relations with the Company;
candidate shall mean an applicant for
performing a labor function in the Company
having the necessary education level,
professional knowledge and skills, work
experience and possessing professionally
important personal qualities;

Kontur. Diadok shall mean the computer
program used by the Company for electronic
document management between the Company
and contractors via telecommunication
channels. (hereinafter referred to as Kontur);
1C:Enterprise, 1C:Payroll&HR, SAP -
shall mean the computer programs used by the
Company to automate the accounting,
warehouse, tax, management, personnel
accounting (hereinafter referred to as
1C:Enterprise, 1C:HR, SAP);

Kontur.Extern shall mean the Kontur’s
operator system for submitting reports via the
Internet to the Federal Tax Service of Russia,
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MEePCOHATBHBIX JAHHBIX (32 HMCKIIOYCHUEM
clly4aeB, eciii 00paboTka HeoOXxoauma s
YTOYHEHH S TIEPCOHATBHBIX TAHHBIX )}
YHUYTOKEHHE TePCOHAJIBHBIX JAAHHBIX -
NEHCTBUS, B Pe3yJIbTaTe KOTOPBIX CTAHOBUTCA
HEBO3MOKHBIM BOCCTaHOBHUTH COJEp)KaHUE
MIEPCOHANBHBIX TAaHHBIX B MH(OPMAII OHHON
CHCTEME TEePCOHATBHBIX NAHHBIX W/ WA B
pe3yibrare KOTOPBIX YHHYTOXKAFOTCS
MaTepuaibHble HOCHTENU TEPCOHATBHBIX
JaHHBIX;
HH(pOpMaTOHHAS cucreMa
NMEePCOHAJIBHBIX JaHHBIX - COBOKYITHOCTH
COZIepIKaIINXCS B 0azax JTAHHBIX
MEePCOHANBHBIX TAaHHBIX U 00ECTIeYNBAIOIIX
1704 00paboTKy WH(POPMAITH OHHBIX
TEXHOJIOTHH U TEXHMIECKUX CPE/ICTB;
TpaHCTPaHUYHAS nepegaya
NMEePCOHAJNIBHBIX  JaHHBIX -  [epejada
NEPCOHANBHBIX JAHHBIX Ha TEPPUTOPHIO
MHOCTPAaHHOT'0 IrOCyJIapCTBa OpraHy BJIACTH
MHOCTPAHHOTI'0 TOCY1apCTBa, NHOCTPAHHOMY
¢u3nyUecKoMy JIMLY WM HHOCTPAHHOMY
IOpU ITYECKOMY JIILY;

PadoTHHUK - PU3UUYECKOE JINIT0, BCTYITHBIIISE
B TPYIOBBIC OTHOIIEHUS ¢ KoMmmaHueii;
KAHIWAAT - TPETeH/ICHT Ha BBHINOJHEHHUE B
Komnanuu TpynoBod (hyHKIWH, WMEIOIIMIA
HEOOXoQuMBble A 3TOrO0  YPOBEHb
o0pa3oBaHusl, TPopecCHOHANBHBIC 3HAHNS U
HaBBIKH, ONBIT pabOTBl W  0OJaAOIMINIA
PO EeCCHOHATEHO BaKHBIMU JTMYHOCTH BIMH
Ka4eCTBaMU;

Kounryp.luagok — cucrema omneparopa
Kontyp JUTST 3JEKTPOHHOIO
JIOKyMeHToo0opoTa Mexay Kommanueil u
KOHTpareHTaMmu yepes

TENICKOMMYHHMKAIIHOHHbIE ~KaHAJIbl  CBSI3U
(manee Jlnamnok);

1C:llpexnpusatue, 1C:3¥II, SAP -
KOMITBIOTEPHBIE TPOTPaMMBI, UCIIOIb3yeMast
B Komnanun  mns ABTOMATHU3AIUH
OyXrajaTepcKoro, CKJIaicKoOro, HaloroBoro,
yIPaBJIEHYECKOr 0, KaJIpOBOr0 yueTa (Jajee
1C: llpennpustue, 1C:3VII, SAP);
Kontyp.Jkcrepn - cucrema omeparopa
KoHTyp mns coauym OTYETHOCTH —dYepes



the SFR, the Rosstat, the Rosprirodnadzor and
the Central Bank of the Russian Federation
(hereinafter referred to as the Kontur), the
computer program used by the Company for
electronic document management between
the Company and government agencies via
telecommunication channels.

3. PERSONAL DATA PROCESSING
PRINCIPLES

3.1 Processing of personal data in the
Company is performed on a legal and fair basis.

3.2 Personal data processing shall be limited to
achievement of specific, predetermined and
legitimate goals. Personal data processing that is
incompatible with the purposes of collecting
personal data shall not be performed.

3.3 It shall not be allowed to combine
databases containing personal data, processing of
which is performed for the purposes incompatible
with each other.

3.4 Only personal data that meets the purposes
of'its processing shall be subject to processing.

3.5 The content and scope of the personal data
to be processed shall be consistent with the stated
processing goals.

3.6 When processing personal data, the
accuracy of personal data, its sufficiency, and, if
necessary, relevance in relation to the purposes of
processing personal data shall be ensured. The
Company shall take the measures required to delete
or clarify incomplete or inaccurate data.

3.7 Personal data storage shall be performed in
the form that allows determining the subject of
personal data, no longer than it is required by the
purpose of personal data processing.
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Nutepner 8 ®HC Poccun, COP, Poccrar,
Pocnipuponnanzop u LIb P® (nanee Koutyp)
- KOMITBIOTEpPHAs IIporpamMMa, HCII0JIb3yeMas
B Komnanuu st OCYIIECTBJICH U
3JICKTPOHHOTO JIOKYMEHTO000pOTa MEXITY
Kommanueli 1 rocy1apcTBeHHBIMY OpTaHaMU
4yepe3  TEIEKOMMYHHUKAIIMOHHBIE KaHAaJbl
CBSI3U.

3. INPUHIUIIBI OBPABOTKHA
HEPCOHAJIBHBIX TAHHBIX

3.1
Kommanuu ocymecTBisieTcs Ha 3aKOHHOM

O0paboTka TIEpCOHANBHBIX JaHHBIX B

CIIpaBEJINBOM OCHOBE.
3.2  O6paboTka
OTPAaHUYMBACTCS  JOCTHIKCHHEM
3apaHee ONpPEACICHHBIX U 3aKOHHBIX Leneid. He
OCymIecTBIsIeTCS  00paboTKa  MEPCOHATBHBIX
HEeCcOBMecTUMasi C wLemsiMu  cOopa

IMEPCOHAJIBHBIX JaHHBIX
KOHKPCTHBIX,

JAHHBIX,
IePCOHAIBHBIX TaHHBIX.

3.3 He nomyckaercs
JaHHBIX, COAEPKALIMX MEPCOHAIbHBIE JAHHBIE,

oObeHEeHne  6a3
00paboTKa KOTOPBIX OCYIIECTBIISIETCS B IEJIIX,
HECOBMECTUMBIX MEXTy COOOH.

3.4  Oo6paboTke
MEePCOHATBHBIC JTAaHHBIC,
LEJsIM UX 00pabOTKH.

3.5 Conepxanue m 00beM 00pabaThBaeMbIX
TIePCOHATBHBIX TAHHBIX COOTBETCTBYIOT
3asBICHHBIM IIEJIIM 00pabOTKH.

3.6 llpu 00paboTKe TEPCOHATBHBIX JTAaHHBIX
00eCreunBalOTC  TOYHOCTh  IEPCOHAIBHBIX
JaHHBIX, WX JOCTaTOYHOCTh, B HEOOXOINMBIX
CITy4asiX - aKTyalbHOCTh 110 OTHOIICHHUIO K I[EJIsM
00pabOTKM TEPCOHATBHBIX JaHHBIX. KoMmanus

nmoajacxar TOJIBKO

KOTOpBIC OTBE€YAIOT

IPUHUMAET HEOOXOANMbIE MEphl 10 yIAICHHIO
UIM YTOYHEHUIO HENOJHbIX, HJIM HETOYHBIX

JaHHBIX.
3.7 XpaHeHUE  MEPCOHANBHBIX  JAHHBIX
ocymiecTBisiercss B (opme,  MO3BOJISIOLICH

OIPECNUTh CyObeKTa NEPCOHATIBHBIX TAaHHBIX, HE
JOJIbIIE, YeM 3TOTO TpeOyroT wueian oopaboTku
MIePCOHATBHBIX JaHHBIX.

3.8  Tlo moctmkeHWH 1ienei 00padOTKH WM B
Clly4ae yTparbl HEOOXOJUMOCTH B JOCTH)KCHHH
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3.8 Upon achievement of processing goals or 3TuX 1enedl  OCYIIECTBISIETCS YHHYTOXKECHHES
in case of loss of the need to achieve such goals, mepcoHaNbHBIX TAHHBIX.
personal data shall be destroyed.
4. CATEGORIES OF SUBJECTS, 4. KATEIT'OPUU CYBBEKTOB,
PERSONAL DATA OF WHICH MMEPCOHAJIBHBIE IAHHBIE
SHALL BE PROCESSED IN THE KOTOPBIX OBPABATBIBAIOTCS B
COMPANY KOMITIAHUU
4.1 The Company shall process personal data 4.1 B mpomecce ocymiecTBieHUss  cBOe
of the following categories of subjectsinthe course  X03sIICTBEHHOW  AEATEIBHOCTH Kommanns
of performance of its economic activities: oOpabartbiBaeT MIEPCOHAIBHBIE JTAaHHBE
CIIEITYOIINX KaTeropuii CyObhEeKTOB:
— Company employees, including former ones; — Pabotnuku Komnanum, B TOM umciie ObIBIIHE;
— PoactBennuku pabotHukoB Kommnanuuy;
— Relatives of the Company employees; — Kangupmatel Ha BakaHTHBIE JODKHOCTA B
— Candidates for vacant positions in the Kommanuu;
Company; — Kumentsiu konTparents Kommanuu, a Tacoke
— Customers and counterparties of the WX TPEICTaBHTEIN — IOPUIUYCCKHE W
Company, as well as their representatives, (duznyeckue InIa;
both legal entities and individuals; — Ilonb3oBarenn WHGOPMAITMOHHBIX CHCTEM
— Users of information systems of Komatsu TPYIIIBI KOMIIaHUM Komatsu —
group companies — representatives of legal MPEACTaBUTEIIN IOPUIMYCCKUX JIUIL
entities (Company counterparties); (koHTparenToB KoMmanum);
— O®usuueckue JMNOa, OPOXOAAIIME  HA
— Individuals that enter the Company’s teppuTopHio Komnanuu.
territory.

4.1.1 Heaunm  o0paGoTKH  NePCOHATBbHBIX
JaHHbIX PadoTHukoB KoMnanuu, B TOM unciie
4.1.1 Purposes of processing of personal data ObIBIIMX:

of the Company employees, including former  — coGmonenue TpyI0BOrO 3aKOHOIATENBCTBA U
ones: TpeOOBaHUN OXpaHbl TpyAa (3aKIOUCHUES
— compliance with labor laws and occupational TPYJOBOTO JIOTOBOpA, BEACHWE JIMYHBIX
safety requirements (conclusion of the KapTo4eK,  TPOBEJACHHE  MEIUIIMHCKHUX
employment contract, maintaining personal OCMOTpOB, H3JIlaHUE MPUKA30B U Ipouee),
cards, conducting medical examinations, OTKpBITHE OAHKOBCKOTO cueTa, 0(hopMIICHHE
issuing orders, etc.), opening of bank 0aHKOBCKOM KapThl, TepPEeYU CIICHYS
accounts, issuing bank cards, transfer of 3apabOTHOM TIJIaTHI;
wages; — coOJIIO/IeHUEe HAJIOTOBOT'O 3aKOHO/1aTEIbCTBA,
HavMClIeHUE 3apaboOTHOM TJIaThl,
— compliance with tax laws, payroll accrual, npegocrapiacHue BbrderoB 1o HIADII wu
personal income tax deductions and social mpenycMOTpeHHbIX B KoMITaH ¥ cOTM aimbHbIX
guarantees provided by the Company; rapaHTHii;

— 3aiuTa HWHTCPECOB JKHU3HU W 3IO0POBLS,
obecrieueHme JTHIHOMN Oe3omacHOCTH
pabOTHHKOB, obecrieueHne COXPaHHOCTH
HMYILECTBA;



— protecting life and health, ensuring personal
safety of employees, ensuring safety of
property;

— qualification improvement, training and
promotion;

— compliance with requirements of local
normative documents applicable in the
Company;

— control of the quantity and quality of the work
performed;

— displaying of information in personnel,
accounting, settlement, statistical documents;

— arrangement of travel and accommodation at
business trips’ locations;

— reporting with personal data of the Company
Employees in accordance with the
requirements of the law of the Russian
Federation

— providing the functionality of and creation of
user accounts in Komatsu group companies
service systems (KGP, SMAP, EQP-Care,
etc.).

4.1.2 The following information is attributed
to personal data of the Company Employees,
including former ones (the category of personal
data — only general personal data):

— last name, first name, patronymic (including
previous last names, first names and
patronymics, if changed);

— passport details;

— actual residence address;

— work, home and mobile telephone numbers or
information about other communication
methods;

— color digital photographic image of a person
obtained upon employment;

— education details;
— information on composition of the family,

details of marriage registration certificates, on
birth of children;
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— TMOBBIIIEHHE KBaju(uKauy, oOyueHue u
MPOJIBHIKECHHUE 110 CITYXO¢;

— coOmromeHne  TpeOOBaHWUW  JOKATBHBIX
HOPMAaTUBHBIX aKTOB, [JEMCTBYIOIIMX B
Kommnanuu;

— KOHTpPOJb  KONWYEeCTBA W KauecTBa
BBITIOJTHAEMON PabOTHI;

— oTpaxeHne wuHGPOpPMAMK B  KaJpOBBIX,
OyXTaJITepCKUX, PACUETHBIX, CTATHCTUIECKHX
JOKYMEHTaXx;

— OpraHu3anus Ipoe3/ia v MPoKUBaHHS K MECTY
KOMaH I POBaH U,

— MpeAocTaBlieHUE OTYETHOCTHU c
MEePCOHANBHBIMA ~ JaHHBIMH  paOOTHHKOB
Komnanuun COTJIaCHO TpeOOBaHM M
3akoHozarenbscTBa Poceniickoi @enepanun

— mpenocraBieHre (QYHKIMOHANA U CO3/aHue
YUETHOM 3amucH B CEPBHUCHBIX CHCTEMax
rpynmnsl komnanuid Komatsu (KGP, SMAP,
EQP-Care u T11.).

4.1.2 HNudopmanus, OTHOCS LA CH K
NepCOHAIBHBIM AAHHBIM PaboTHuKoB
Komnanum, B TOM 4uciie ObIBIIMX (KaTeropust
NePCOHAJIBHBIX JAHHBIX — TOJBKO o0IMe
NepCcoHAJIbHbIE JaHHbIe):

— ¢amunus, UM, OTYECTBO (B TOM HHCIE
npeapIIynie GaMuiIng, MMEHa H OTYECTBA B
cly4ae UX U3MEHEHUsI);

— TaCHOPTHBIE JAHHBIC;

— azpec (PaKTUYECKOT0 ITPOKUBAHU S,

— HOMepa pabo4yuX, TOMAITHUX U MOOHMJIBHBIX
Tene)OHOB MIIM CBEACHUS 0 APYTUX CIIOco0ax
CBSI3H;

— 1BerHoe  1U@poBoe  Qororpaduueckoe
M300paskeHu e TNIA, TOTy4YEeHHOe TPH TpHUeMe
Ha pabory,

— cBezaeHUs 00 00pa3oBaHNY;

— CBEJICHUSI O COCTaB€ CEMbH, DPEKBU3UTHI
CBUJICTENILCTB O perucrpanuu Opaka, o
POXKICHNU peOCHKa;



information on military registration, details of
military registration documents;

make, model, registration number of the
vehicle;

information on labor activity, working
experience, previous employment, income
from previous places of employment;

details of the -certificate of compulsory
pension insurance, tax identification number;

details of the bank (personal) account;
information about the position, admission,
transfers, dismissal and other events related to
labor activity in the Company; information on
the income in the Company, social benefits,
tax and social deductions;

results of mandatory preliminary (upon
employment) and  periodic = medical
examinations, other mandatory medical
examinations, information contained in
disability certificates;

information on annual basic paid holidays;
annual additional paid leaves; leaves without
pay; maternity leaves; parental leaves and
other holidays stipulated by labor laws and
local regulatory documents of the Company;

weight, height, size of clothes, shoes, head
circumference;

CV;

social media profile addresses (if it is
provided by the Company Employee);

logins of user accounts in the service systems
of Komatsu group companies (SUZ, SMAP,
EQP-Care, etc.).
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CBEICHUSI O BOMHCKOM YdYeTe, PEKBU3HUTHI
JOKYMEHTOB BOMHCKOTO yUeTa;

Mapka, MOJellb, PETUCTPALMOHHBI HOMEp
TPaHCIIOPTHOT'O CPEJICTBA;

CBEJICHHSI O TPYAOBOH  JIeSTENBHOCTH,
TPYJOBOM CTaKe, MPENbIyIIMX MecTax
paboThl, J0XOAax C WPEObIAYIHINX MECT
paboTsr;

PEKBH3HUTHl CBUICTENILCTBA 0053aTEIBHOTO
MEHCHOHHOTO CTpaxoBaHUs,
U JICHTH (DU KAl HIOHH bIi HOMEp
HaJIOTrOILJIaTeNbIIHKA;

CBEICHUS 0 OAaHKOBCKOM (JIUIIEBOM) CUETE;
uHpopmaus o
MepeBo/ie, YBOJIBHEHUH U MHBIX COOBITHSIX,
OTHOCSILIUXCS K TPYAOBOH AEATETBLHOCTH B
Komnanuu; cBemenuss o0 1oxomax B
Komnanuwu, COLIMATTBHBIX

JOJIKHOCTH, IpueMe,

JBroTax,
HaJIOI'OBBIX U COLIMAJIbHBIX HAaYHUCIICHUSIX;

pe3yJIbTaThl 00s13aTeNBHBIX
NpelBAPUTENBHBIX (MPU IMOCTYIJICHUU Ha

paboTy) W TEPHOAWYECKUX MEAUITHHCKHIX

OCMOTpOB, Opyrux 00s13aTeNIbHBIX
MEANUIIUHCKUX OCMOTpOB, CBEZICHUS,
coJiepKalrecs B JIUCTKAX
HETPYAOCIIOCOOHOCTH;

CBEICHUSI O  EKEroJHbIX  OCHOBHBIX
OMJIAYMBAEMBIX  OTHYCKax;  €XKEroAHbIX

JIOTIOJTHUTENBHBIX OIMJIAYMBAEMBIX OTITYCKaX;
ormyckax 0e3 coxpaHeHUs 3apa0oTHOH
TJIaThl; OTITYCKax 0 OEPEMEHHOCTH U poJiaM;
OTIYCKaxX MO YXOAy 3a peOEHKOM M HMHBIX
OTIYCKaX, MPeIyCMOTPEHHBIX TpPYIOBBIM
3aKOHO0/1aTEIbCTBOM U JIOKAJIBbH BIMU
HOpMaTHBHBIMH akTaMu Kommanum;

BEC, pOCT, pa3Mep OAeXIbl, OOYBH,
OKPY’KHOCTB T'OJIOBBI;

pe3iome;

azpeca npoguieil B conranbHbIX CeTsX (IpH
YCIOBUHU WX TMpenocraBieHus PaboTHHKOM
Komnanun);

JIOTMHBI YYETHBIX 3allhceil B CEpPBUCHBIX
cucremax rpynmnsl komrnanuii Komatsu (CY3,
SMAP, EQP-Caren T.1.).



4.1.3 Methods of processing of personal data
of the Company Employees, including former
ones:

— paper hardcopy;

— automated: 1C:Enterprise, 1C:Payroll&HR,
SAP, Kontur, service systems of Komatsu
group companies (KGP, SMAP, EQP-Care
etc.).

4.1.4 Terms of processing of personal data of
the Company Employees, including former
ones:

— On paper tokens: within the effective term of
the employment contract, hereafter — in
accordance with the requirements of the law
of the Russian Federation (Tax Code of the
RF, Federal Law “On Accounting”, Federal
Law “On  Individual  (Personified)
Registration in the System of Compulsory
Pension Insurance”, Federal Law “On
Archival Activities in the Russian
Federation”)

— 1C:Enterprise, 1C:Payroll&HR, SAP: for the
effective term of the employment contract,
hereafter — for five (5) years after the date of
finishing of the accounting calendar year;

— Kontur: Electronic statements: before the end
of the first quarter of the year following the
year of termination of the employment
contract with the employee (due to the need
to submit annual statements).

4.1.5 Legal basis for the processing of
personal data of the Company Employees,
including former ones:
— law of the RF;
— consent of the personal data subject to
processing of their personal data,
— local regulatory documents of the Company.

4.1.6 Purposes of processing of personal data
of relatives of the Company Employees:

— maintaining personal cards of the Company
Employees in Form T-2;
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4.1.3 Cmnoco0bl
aaHHbIX PadoranukoB Komnmanum, B ToM unciie
OLIBIIIMX:

00padoTKM TepPCOHAJIBHBIX

— Ha OyMa)XHBIX HOCHTEISX,

— aBTOMAaTU3UPOBAHO: 1C:IIpennpusrue,
1C:3VII, SAP, Kontyp, cepBHCHBIE CHCTEMBI
rpynnsl komnanuii Komatsu (KGP, SMAP,
EQP-Careu 1.1.).

4.1.4 Cpoxku 00padOTKHM NEPCOHANBHBIX
naHHbIX PadorHnukoB Komnanum, B TOoM unciie
ObIBIINX:
— Ha OyMaxXHBIX HOCUTENSX: B TCUCHUE CPOKa
JIEUCTBUSL TPYJAOBOIO JOrOBOpa, najee —
COTJIaCHO TpeOOBaHUAM 3aKOHOJIATEILCTBA

Poccuiickoit  ®epmepaunn  (Hamoroseii
Kopexe PO, «O Oyxrantepckom yuéren, O3
«O6 WHJIMBUIYJIEHOM

(mepcoHN GDUIIMPOBAHHOM) y4YeTe B CHCTEME
00513aTeNbHOr0 MEHCHOHHOTO CTPAXOBAHU D),
®3 «O6 apxuBHOM jene B Poccuiickoit
®denepanun»)

— 1C:IIpennpusrtue, 1C:3YIl, SAP: B Teuenne
CpOKa JeliCTBHS TPYIOBOTO JI0TOBOPA, Jajee
— B Tteuerue 5 (Ilsatn) net ¢ maTel OKOHYAHUS
OTYETHOT'0 KAJIEHJApHOT 0 T'0/13;

— KonTtyp:
TEUeHHNE

ONeKTpoHHas OTYETHOCTH: B
CpOKa  JIEHCTBUS  TPYIOBOIO
JoroBopa, nanee — B teuerue 5 (Ilsaru) ner ¢
JaTbl OKOHYAaHMS OTYETHOTO KaJIeHAapHOro

rona, COTJIaCHO TpeGOBaHM M
3aKOHOJATENbCTBA CPOK  MOXET  OBITH
YBEJIMYEH.

4.1.5 IlpaBoBoe ocHoBaHHme 00padOTKH

PadorHukoB Komnanuu, B TOM 4nciie ObIBIINX:

— 3aKoHOJaTensCcTBO PD,
— coryiacue cyObheKTa MEepCOHATBHBIX JaHHbBIX
Ha 00pabOTKy ero MepCcoOHANBHBIX JAHHBIX,

— JIOKAJIbHBIC HOPMATHUBHBIC aKThbI Kommannn.

4.1.6 Ileim  00padOTKM  NEPCOHAIBHBIX
AAHHBIX POICTBEHHUKOB PaGoTHUKOB
Komnanun:

— BEJCHHE JHWYHBIX KapTOYeK paOOTHUKOB
Komnanuu ¢popmer T-2;



— ensuring transfer of information about a
relative of the Company Employee in
emergency cases;

— registration of accrual of benefits for caring
for a child under the age of 1.5 years, funeral
allowance, and other payments.

4.1.7 The following information is attributed
to personal data of relatives of the Company
Employees (the category of personal data — only
general personal data):

- last name, first name, patronymic, date of
birth;

- relationship;

- mobile telephone numbers or information
about other communication methods;

— marriage certificate or another document
certifying family relations with the Company
Employese;

- certificates of non-assignment and non-
receipt of benefits.

4.2.1 Methods of processing of personal data
of relatives of the Company Employees:
— paper hardcopy;
— automated: 1C:Enterprise, 1C:Payroll&HR,
SAP.

4.2.2 Terms of processing of personal data of
relatives of the Company Employees:

— in relation to the last name, first name,
patronymic, year of birth, relationship degree,
in accordance with the terms of processing of
personal data of the Company Employees;

— in relation to the mobile phone number and
information about other communication
methods: during the effective term of the
employment contract of the Company
Employee associated with the relative.

4.2.3 Legal basis for processing of personal
data of relatives of the Company Employees:
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— o0ecrieyeHre TMepenayd B OKCTPEHHBIX
cny4asx HH(OpMAIUu O POACTBCHHUKE —
pabotHuke Komnanuu;

— odopmieHrEe HaYNCIIEH WS TOCOOUit 1Mo yXomy
3a peberkoM gm0 1,5 mer, mocobmsi Ha

norpebeHre U JpyTruX BhIIUIAT.

4.1.7 HNudopmanus, OTHOCSI LA CH K
NMEPCOHAJILHBIM  JAHHBIM  POJCTBEHHHUKOB
patoTHUKOB Komnanun (xaTeropust

NMEPCOHAJBHBIX JAaHHBIX — TOJBKO oﬁmne
NnepcoHAaJIbHbIE JaHHbIE):

- (baMI/IJ'II/ISI UM OTYCCTBO, AaTa pOKICHUW,

— CTENeHb PO/ICTBA,

— HOMep MOOUIILHOTO TeNie()OHA HITHA CBEICH U
0 IpyruX crnocobax cBs3H,

— CBHJICTEIBCTBO O PETHCTpauuu Opaka, WM

WHOU JIOKYMEHT, YAOCTOBEPSIONTHIA
pPOJCTBEHHBIE CBSBM ¢  PaboTHHKOM
Kommnanwnu,

— CIpaBKU O HE HA3HAYCHUU U HE MOTYYCHUN
IOCOOHIA.

4.2.1 Cpnoco6bl 00padoTKH NepPCOHAIbHBIX

JTAHHBIX POACTBEHHUKOB PabdoTHHnKOB
Komnanumn:

— Ha OyMa)KHBIX HOCUTEISIX,

— aBTOMAaTU3UPOBAHO: 1C:Ilpennpusitue,

1C:3VII, SAP.

4.2.2 Cpoxku 00padoTKH NePCOHATBHBIX
JAHHBIX POACTBEHHUKOB PabdoTHHnKOB
Komnanumn:

— B OTHONICHHUH (baMI/IJII/II/I HMCHHU OTYCCTBA,

roga poXIEHHUS, CTEINEHU pOACTBA — B
COOTBETCTBUHM CO CpPOKaMu 00pabOTKH
MEPCOHATBbHBIX JTaHHBIX PaboTHHnKOB
Komvmmnanwnn;

— B OTHOILEHHUH HOMEPa MOOMIBHOTO TeJedona
W CBEICHUUM O Jpyrux crnocobax CBS3U: B
TEUeHHEe CpoKa JeHCTBUS  TPYyJIOBOIO
noropopa paborHuka Komnanuu, dYbuMm
POJICTBEHHUKOM SIBJISIETCS.



— law of the RF;

— local regulatory documents of the Company.

— consent of the personal data subject to
processing o their personal data. Obtaining
consents of relatives of the Company
Employees for processing of their personal
data is not required when filling out
questionnaires in the volume stipulated by
unified Form T-2 used by the Company. In
other cases, obtaining consents of close
relatives of the employee shall be a
prerequisite for processing of their personal
data and is executed in the form established
by the Company.

4.3.1 Purposes of processing of personal data
of candidates for vacant positions in the
Company:

— assessment of business, professional skills
and competencies;

— consideration of the possibility of filling a
vacant position in the Company within the
scope of legal relations regulated by the
Labor Code of the Russian Federation.

4.3.2 The following information is attributed
to personal data of candidates for vacant
positions in the Company (the category of
personal data - only general personal data):

surname, patronymic (including
previous first names and
patronymic names in case of their change);

— gender, age, date and place of birth;

name,
surnames,

— address of registration at the place of
residence and address of actual residence;

— mobile phone number or information about
other communication methods;

— information about education (when and what
educational, scientific and other
organizations he graduated from, numbers of
documents on education, direction of training
or specialty on a document on education,
qualifications), information about an
academic  degree, information about
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4.2.3 IlpaBoBoe ocHoBaHMe 00padOTKU
NMEPCOHAJIBHBIX JAHHBIX POACTBCHHUKOB

PabornuxoB Komnanuu:
— 3aKOHOJATEILCTBO PD,
— JIOKaJbHBIC HOPMATHBHBIC akThl KoMmanuu
— coryacue cyObeKTa MEepCOHaIbHBIX JAaHHBIX
Ha 00pabOTKy €ro MepCOHAIBHBIX JaHHBIX.
[Momyuenue POJICTBEHHUKOB
pabotHukoB Kommanwu Ha 00paboOTKy HX
MEePCOHANBHBIX JAaHHBIX HE Tpebyercs mpu
o0neMme,
YHU(QHITUPOBAHHOM

corjiacus

3alOJIHEHUH aHKeT B
MPeayCMOTPEHHOM
dhopmoii T-2, ucnonezyemoii B Kommanuu. B
WHBIX CITy4asX IMOJyYEHHUE COTIaCHs OJIM3KIX
POJICTBEHHUKOB  pa0OTHHKA  SIBIISETCA
00sBaTeNFHEIM ~ YCIIOBHEM 00palOTKH HMX
MEPCOHANBHBIX JAaHHBIX U OGOPMIISETCS TI0

ycTanoBieHHO# B Kommanuu hopme.

4.3.1 Ieau 00padoTKM  MepPCOHANbHBIX
JAHHBIX  KAHAMJATOB  HA  BaKaHTHbBIE
noxHocTn Kommanum:

— OIICHKa  JICNIOBBIX,  MPO(HECCHOHATBHBIX

HaBBIKOB U KOMIIETEHIHH,

— pPaccMOTpEHUE BO3MOKHOCTH 3aMEILEHHUsS
BakaHTHON JokHOCTH B Kommanuu B
pamMKax [IPABOOTHOLICHUH,
YpEryJaupoBaHHbIX TpyaoBbIM KogekcoM PD.

4.3.2 HNupopmauus, OTHOCS LIAS CSI K
NMEPCOHAJBHBIM JAaHHBIM KAHAWJATOB HA
BaKaHTHbIe Jo/ukHOcTH KoMmanum (kaTeropust
NMEPCOHAJBHBIX [aHHBIX — TOJbKO 00IIme
NepCOHAJIbHbIE IaHHbIE):

— dammius, WM, OT4eCTBO (B TOM HHCIE
npensiyne GaMuiany, MMeHa i OTYECTBA B
Cly4yae X U3MEHEHUS);

— TI0JI, BO3PACT, J1IaTa U MECTO POXKICHUS;

— aJipec perucTpaiuy Mo MecTy KHUTEeIbCTBA U
aznpec (paKTUYECKOTO MPOKMUBAHHUS

— HOMep MOOMIJIBHOTO Tele(OHa HIIM CBEJCHUSI
0 JPYTHUX CIIOCO0aX CBS3H;

— cBeeHUs 00 oOpa3zoBaHUH (KOTZA M KakKue
oOpa3zoBaTelbHbIC, Hay4YHble W  HWHBIC
OpraHu3aliiy OKOHYHUJI, HOMepa JJOKYMEHTOB
00 oOpazoBaHWU, HATPaBIEHUE MOATOTOBKA
UM CHENHUATBHOCTh MO0 JOKYMEHTY 00



professional retraining and (or) advanced
training;

— knowledge of foreign languages, including
level of proficiency;

— attitude to military duty, information on
military registration and details of military
registration documents;

— information about working experience,
seniority, previous employment, income from
previous employment;

— digital photographic image of the face;

— all and any other information specified in the
resume and / or application form

— data specified in the CV/questionnaire of the
candidate.

4.3.3 Methods of processing of personal data
of candidates for vacant positions in the
Company:

— on paper tokens;

— in electronic form (received directly through
the company’s corporate e-mail from a
candidate or provided by the company that
provides recruitment services).

4.3.4 Terms of processing of personal data of
candidates for vacant positions in the
Company:

— for theperiod of taking the decision to employ
or refuse to employ, and within 30 calendar
days after the date of taking the decision to
refuse to employ.

4.3.5 Legal basis for processing of personal
data of candidates for vacant positions in the
Company:
— law of the RF;
— agreement between Modular Mining Systems
Eurasia, LLC and the company that provides
recruitment services;
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0o0pa3oBaHNH, KBaU (hrKaIWsi), CBEAEHUS 00
YUCHOH CTCICHH, CBEIICHHS 0
Mpo¢heCCHOHAIBH O TTEePEIOATOTOBKE U (TN
MOBBIIICHU U KBAJTU (DUKALIH;

— CBEICHHUS O BIAJCHUM WHOCTPAHHBIMU
S3BIKAMHU, BKJIIOYAs! YPOBEHB BIIaICHHS,

— OTHOIIEHHWE K BOWHCKOH 0O0S3aHHOCTH,
CBEJICHUSI O BOMHCKOM Y4Y€Te M PEKBU3HTHI
JIOKYMEHTOB BOMHCKOT'O yUeTa;

— CBEICHHUS O TPYIOBOH  JEATEIBHOCTH,
TPYZOBOM CTaXe, NPEbIIYIINX MecTax
paboThl, JOXOMax C MPEABIIYIIUX MECT
paboTsr;

— nudposoe dororpaduueckoe n3o0paxkeHue
TU1a;

— BCE U JII00bIe MHBIC CBEJCHHUS, YKA3aHHBE B
pe3IoMe U/MIIM aHKeTe KaHJuaaTa

— CBEICHUS, YyKa3aHHbIE B pE3IOME/aHKeTe
KaH/1/1aTa.

4.3.3 Cnocodbl 00padOTKM NepPCOHATBHBIX
JAHHBIX  KAHIMIATOB  HA  BaKaHTHbIE
noxaocTn Komnanun:

— Ha OyMa)KHBIX HOCUTEIISIX,

— B 2JICKTpOHHOM hopMe (ITOCTYNUBIINE Yepe3
KOPIIOPaTUBHYK  IEKTPOHHYIO  IIOYTY
Komnanuu HanpsMylo OT KaHAMJATa WM
IIpel0CTaBJICHHbIE KOMITaHHEH,
OKa3pIBaIOIIEH  yciayrm 1o moadopy
MepcoHana).

4.3.4 Cpoxku 00padOTKHM NepPCOHAIBHBIX
AAHHBIX  KaHAWJIATOB  HAa  BaKaHTHbIE
npokHocT Komnanum:
— Ha MEpHOJ NPUHSITUS PEUICHHS O MpHEME
00 OTKa3e B TpUeMe Ha paboTy, U B TEUCHHUE
30 kaneHJapHBIX IHEW C JaTbl TPUHSITHSL
peleHus 00 0TKaze B IpreMe Ha padoTy.

4.3.5 IIpaBoBoe ocHOBaHHEe 00padoOTKH
NEPCOHAJBHBIX [JAaHHBIX KaHIUAATOB HA
BaKaHTHbIe 10/:kHOcTH KoMnaHum:

— 3aKOHOAATeNbCTBO PD,

— pgoroop mexay OOO «Moaynap MaitHuHT
Cucrem Eppazus»y wu KOMITaHHU e,
OKa3bIBAIOIICH  yclIyrn 1o  moadopy
nepcoHaa



— consent of the personal data subject to
processing of their personal data. Written
consent shall not be required if there is a
recruitment agency on behalf of the applicant,
with which the person has concluded the
relevant agreement. If the CV of the applicant
has been received by e-mail, the authorized
employee of the HR department of the
Company must confirm the fact of sending
the aforementioned CV by the applicant. If it
is impossible to unambiguously determine the
individual who has sent the CV from the
latter, such CV shall be destroyed on the day
of receipt.

4.4.1 Purposes of processing of personal data
of customers and counterparties of the

Company, as well as their representatives:

— conclusion of the contract, verification of the
powers of the person signing the contract;

— proper performance of the contract, including
entry and passage to the territory of the
Company;

— checking of admissions on performance of
works and rendering of services;

— providing the functionality of Komatsu group
companies service systems (KGP, SMAP,
EQP-Care, etc.);

— protection of life, health and other vital
interests.

4.4.2 The following information is attributed
to personal data of customers and
counterparties of the Company, as well as their
representatives (the category of personal data —
only general personal data):

— last name, first name, patronymic;

— passport details;

— details of the certificate of compulsory
pension insurance, taxpayer’s identification
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— coryacue CyObeKTa MEepCOHAIBHBIX JaHHBIX
Ha 00paboOTKy €ro mepcoHaIbHBIX JaHHBIX.
[TucemeHHOE coriacue He TpeOyeTcsl, eClu OT
UMEHHM COMCKATels JACHCTBYEeT KaapoBOe
areHTCTBO, C KOTOPbIM JaHHOE JIMLO
3aKIIOYMIIO  COOTBETCTBYIOIIUI  JIOTOBOP.
Ecnu pestome couckarens MOCTYHNHIJIO MO

SJIEKTPOHHOM TMOoYTe, YHOJIHOMOYEHHOMY
paboTHUKY otTaena kaapoB Kommanum
HEO00X0UMO MOJATBEPIUTH (akt

HampaBJICHU YKa3aHHOTO PE3IOME CaMUM
couckareneM. Eciu u3 pe3roMe HeBO3MOXKHO
OJIHO3HAYHO OIPEICIIUTDh PU3UYSCKOE JIUIIO,
€ro HarpaBHBIIIEE, TaAHHOE PE3IOME IOITICKUT
YHUUTOKEHUIO B IEHb MOCTYTICHHUSL.

4.4.1 Iesm  o0padoTKM  NMePCOHAIBHBIX
JAAHHBIX KJIMCHTOB 1 KOHTPArcHToB KOMl'lal-]]/ll/I,
a TaKiKe HX NpeacTaBUTeNeil:

— 3aKJIIOYCHUE JIOTOBOpA, MpoBEpKa
MOJHOMOYMM  JIMIA,  TMOAMUCHIBAIOIIETO
JIOTOBOP;

— HaJyIeKaIee UCIIOJHEHHE  JIOTOBOPA,

BKJIIOYAsi TPOXOJ U MPOE3] Ha TEPPUTOPHIO
Komnanwnu;

— TpoOBepKa JOMYCKOB Ha BBIIOJHEHUE PadoT,
YCIyT;

— mpenocTtaBieHrue (YHKIHOHAIa CEPBUCHBIX
cucteM rpynnbl kommannii Komatsu (KGP,
SMAP, EQP-Caren T 1.);

— 3auIUTa KU3HH, 3I0POBbS U MHBIX BaKHBIX

WHTEPECOB.

4.4.2 Hudpopmamus, OTHOCSIIASICS K
NMEPCOHAJIBHBIM  JaHHBIM  KJIHEHTOB |
KOHTpareHToB KoMmanmm, a TakKe HX

npeacraBuTesieil (KaTeropus IepCcoOHAJIBHBIX
JaHHBIX — TOJBbKO 00IIMe TNepCcOHAJTbHbIE
JaHHbIE):

— (amrHs, UMs, OTYECTBO;

— JaHHBIE 1ACIOPTa;

— PEKBU3UTHl CBUIETEIBLCTBA O0s3aTEIBHOIO
MIEHCHOHHOTO CTpaxoBaHUs,
UJICH TU (DU KAl HOHHBIIA HOMEp
HaJIOroIlJIaTeNbIMKa (B ClIy4yae, €CI KJIUEeHT
¥ KOHTPAreHT — (PU3MIECKOe JINIIO);



number (if the customer and the counterparty
are individuals);

— mobile telephone numbers or information
about other communication methods;

— make, model, registration number of the
vehicle.

— other information, the composition of which
shall be determined by the requirements of
the applicable law.

4.4.3 Methods of processing of personal data
of customers and counterparties of the
Company, as well as their representatives:
— paper hardcopy;
— automated: 1C:Enterprise, 1C:Payroll&HR,
SAP, Diadok, Kontur.

4.4.4 Terms of processing of personal data of
customers and counterparties of the Company,
as well as their representatives:
— forthe effective term of the contract, hereafter
— in accordance with the requirements of the
law of the Russian Federation.

4.4.5 Legal basis for processing of personal
data of customers and counterparties of the
Company, as well as their representatives:

— law of the RF;

— contract concluded between the Company
and the counterparty;

— local regulatory documents of the Company.

4.5.1. Purposes of processing of personal data of
Users of information systems of Komatsu group
companies — representatives of legal entities
(Company counterparties):

— analysis and statistical processing of data of
users of information systems of Komatsu
Group companies required for the execution
of contracts and located on the management
portals of unified user accounts of Komatsu
Group companies;

— proper execution of the contracts with
counterparties.
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— HOMCEp MOOHIIEHOIO Teﬂe(l)OHa HJIN CBCACHHUA
0 IpYruX Crocobax CBs3N;
— Mapka, MOICIb, peFI/ICTpaLII/IOHHHﬁ HOMED
TPaHCIIOPTHOI'O CPEACTBA,

— MpoyWe  CBEICHMS, COCTaB  KOTOPBIX
omnpezensercs TpeOOBaHUMH AEHCTBYIOIIEro
3aKOHO/ATENbCTBA.

4.4.3 Cnoco6bl 00padOTKM NePCOHAIbHBIX
AAHHBIX KJIHEHTOB M KOHTpareHToB Kommanum,
a TakiKe HX MpeacTaBUTeNeil:

— Ha OyMa)XKHBIX HOCUTEJISIX,

— asrtomaru3upoBano: 1C: IIpemmpusrue,
1C:3VII, SAP, Inanox, Kontyp,

4.4.4 Cpoku o0o0padoTKHM TepPCOHATBbHBIX
JAHHBIX KJIMEHTOB M KOHTpareHToB Komnanum,
a TaKyKe UX NpeACTaBUTeIei:
— B TE€YEHME CPOKA JEWCTBUS JOI0BOPA, JaJIee —
COTJIaCHO TpeOOBaHUSAM 3aKOHOATEIbCTBA
Poccuiickoit denepanum.

4.4.5 TIlpaBoBoe ocHoBaHHme 00padOTKH
NEPCOHAJBHBIX  JAHHBIX  KJIHEHTOB W
KOHTpareHToB Kommanum, a Takxke MX
NnpeacTABUTENeH:

— 3aKOHOAATeNbCTBO PD,
— JIOTOBOD, 3aKII0ueHHBIN Mexay Kommanueit
U KOHTPareHToM.

— JIOKAJIbHBIC HOPMATUBHBIC aKThI KomMnanwnm.

4.5.1. Heru  o0paGoTKH  TEPCOHATBHBIX
JaHHBIX MoOJb30BaTeseil WHGOPMANMOHHBIX
cucrteM rpynnbl kommnaHuii Komatsu —
npeacTaBuTeIei IOPUANYECKUX I
(xonTparenToB Komnanum):

— aHaNW3 U CTaTUCTUYECKast 00paboTKa JaHHBIX
nmosib3oBareneid MH(OOPMAIIUOHHBIX CHCTEM
rpynmsl kKomnanuid Komatsu, HeoOXoauMbIx
JUTS MCTIOJIHEHU S JOTOBOPOB U HAXOISIINXCA
Ha  TMOpTajax  YOpaBJeHUS  eAWHBIMU
YYETHBIMH 3aMUCAMU TI0JIb30BaTENeH TPYyIIbI
koMmnanui Komatsu;

— Haajexallee HCHOJHEHHE JO0rOBOPOB C
KOHTpareHTaMmH.



4.5.2. The following information is attributed to
personal data of personal data of Users of
information systems of Komatsu group
companies — representatives of legal entities -
Company counterparties (the category of
personal data — only general personal data):

— last name, first name, patronymic;
— work e-mail address.

4.5.3. Methods of processing of personal data of
Users of information systems of Komatsu group
companies — representatives of legal entities
(Company counterparties):

— automated: management portals of unified
User accounts of information systems of
Komatsu group companies, including
Komtrax, Komatsu Global Portal, Learning
Management Systems, MaxiFleet and other
systems, located on the following platforms:

1) platfrom Microsoft Azure
https://portal.azure.com/#home (all systems except
for LMS);

2) mnnardopma Saba Cloud
https://komatsu.sabacloud.com/ (for LMS system).

4.5.4. Terms of processing of personal data of
Users of information systems of Komatsu group
companies — representatives of legal entities
(Company counterparties):

— forthe effective term of the contract, hereafter
— in accordance with the requirements of the
law of the Russian Federation.

4.5.5. Legal basis for processing of personal
data of Users of information systems of
Komatsu group companies — representatives of
legal entities (Company counterparties):

— law of the RF;

—a
MODULAR

MINING
A Komatsu technology brand

4.5.2. HWudopmanus, OTHOCS IIIAsICS K
NEePCOHAJIBHBIM  JaHHBIM  TOJIb30BaTeJeil
HH(OPMAIMOHHBIX CHCTEM IPYIIIBI KOM ITAHUIA
Komatsu — npeacraBuTeJieil 10 puanyecKX JIIL
- xoHTtpareHToB Komnanum (kareropus
NMEePCOHAJBHBIX [aHHBIX — TOJBKO O00IMe
NepCcoOHAJIbHbIE JaHHbIE):
— (bamMmnms, UM, OTIECTBO;

— ajpec MICKTPOHHOW padouel MOYTHI.

4.5.3. Cnoco0b1 00pad0OTKH TNEpPCOHATBHBIX
HAHHBIX MoJb30BaTeJeil WHGOPMANMOHHBIX
cucreM rpynnbl kommanuii Komatsu -
npeacTaBuTeIei IOPUANYECKUX JIMI
(koutparenToB Komnanumn):

— aBTOMAaTHU3HWPOBAHO: MOPTAIbl YIPABIICHUSI
€IMHBIMU Y4ETHBIMU 3anucsIMu
noJsib3oBareneil MH(OPMAalMOHHBIX CHCTEM
rpynnel  komnaHuit Komatsu, Bkiovas
Komtrax, Komatsu Global Portal, Learning
Management Systems, MaxiFleet u mpoune
CHCTEMBI, Ha CIIEIYIOIINX MIaTopMax:

1) mnnardopma Microsoft Azure
https://portal.azure.com/#home (mis Bcex
cucrem, kpome LMS);

2) mnardpopma Saba Cloud
https://komatsu.sabacloud.com/ (nns
cucremsr LMS).

4.5.4. Cpoxku 0o0paGoTKHM mePCOHAJBHBIX
JaHHBIX TMOJIb30BaTeJedl WH(OPMaIHOHHBIX
cucreM rpynnbl Komnanumii Komatsu -
npeacraBuTesei OPUANYECKUX JIMn

(xonTparenToB Komnanum):
— B TEYEHHE CPOKa ACUCTBUS TOTOBOPA, AaJee —
COIIacCHO TpeOOBaHUSAM 3aKOHOJATENIbCTBA

Poccuiickoit @enepanuu.

4.5.5. IIpaBoBoe
NMEePCOHAJIBHBIX

OCHOBaHHEe  00paGoOTKHU
JaHHBIX noJIL30BaTeJIeil
HH(OPMAIMOHHBIX CHCTEM IPYNIbI KOMIIaHWI
Komatsu — mpeacraBuTesieil OpuIHYeCKUAX JIAI]
(xonTparenToB Komnanum):

— 3aKoHOJaTensCcTBO PD,

— JIOrOBOD, 3aKIIOUYEHHBIN Mexay Kommanuen

u KoHTtparestom.
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— contract concluded between the Company
and the counterparty.

4.6.1 Purposes of processing of personal data
of individuals that enter the Company’s
territory:
— ensuring meeting the requirements for
protection of life, health and other vital
interests.

4.6.2. The following information is attributed
to personal data of individuals that enter the
Company’s territory (the category of personal
data — only general personal data):

— last name, first name, patronymic;
— make, model, registration number of the
vehicle.

4.6.3. Methods of processing of personal data
of individuals that enter the Company’s
territory:

— automated: Diadok

4.6.4. Terms of processing of personal data of
individuals that enter the Company’s territory:

— until the purpose of personal data processing
is achieved.

4.6.5. Legal basis for processing of personal
data of individuals that enter the Company’s
territory:

— law of the RF;

— local regulatory documents of the Company.

5. RIGHTS AND OBLIGATIONS OF
THE PERSONAL DATA SUBJECT

5.1 Personal data subjects, the data of which is
processed in the Company, shall have the
following rights:
5.1.1 The right to confidentiality:
— the Company shall not be entitled to disclose
to third parties and disseminate personal data
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4.6.1. Ilean
JAaHHBIX q)I/BI/I'leCKI/IX JIUIl, NpPOoXOoaAlluX Ha
TeppuTopuio Komnanumn:

00padoTKH  MepPCOHAJBHBIX

— obecrieueHre TpeboBaHUK OE30MACHOCTH,
3aIIMUTHI )KU3HH, 3]I0POBbSI 1 MHBIX Ba)KHBIX
HUHTEPECOB.

4.6.2. Undopmanus, OTHOCS SIS K
MEePCOHAJILHBIM JIaHHBIM  (PU3UYECKHX JINIL,
npoxoasinmx Ha Teppuropurw Kommnanum
(KaTeropus MepCOHAJBHBIX JAHHBIX — TOJbLKO
001Me nepcoHaAIbHbIE TaHHBIE):
— (¢amiHs, UMs, OTYECTBO;
— Mapka, MOJeNlb, PETUCTPAIlMOHHBI HOMEp
TPAHCIIOPTHOT'O CPEICTBA.

4.6.3. Cmnoco0bl 00padOTKH MeEepPCOHAJBHBIX
AAHHBIX (U3KMYeCKHX JIMI, NPOXOASILMX Ha
Tepputopuo Komnanuu:

—  aBTOMAaTU3UpOBaHO: Jlnanok.

4.6.4. Cpoxu 00pabdoTKM mNeEpPCOHAIBHBIX
JaHHBIX (U3NYEeCKHX JIUIL, NPOXOASIMX HA
TeppuTopuio Komnanun:

- 5o JNOCTHOKCHHSI  LEJH 00paboTKH
MEePCOHANBHBIX TAaHHBIX.
4.6.5. IIpaBoBoe ocHOBaHMe  00padOTKH

¢uznvecKux U, NPOXOAS IMX HA TEPPHUTOPHUIO
Komnanumn:

— 3aKOHOAATeNbCTBO PD,

— JIOKaJIbHbIE HOPMaTUBHBIE akThl Kommanuu.

5 NPABA U OBA3AHHOCTHU
CYBBEKTA IIEPCOHAJIBHBIX

JAHHBIX
5.1 CyOBEeKTBl ~ TMEpPCOHANBHBIX  JIAHHBIX,
CBEICHHUS O KOTOPBIX 00pabarhiBarOTCI B

KoMmmanuu, MeIOT CIIeayoNIre IpaBa:
5.1.1 [TIlpaBo Ha KOH(HUICHIIHATBHOCTB:
— KOMIIaHUs HE BIPaBE PacKphIBaTh TPETBUM
JUIIAaM W PaCIpOCTPaHsTh TEPCOHATHHBE
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without the consent of the personal data
subject or other legal grounds.

5.1.2 The right to access personal data:

— receive, based on a written request,
information regarding the personal data
processing;

— receive free copies of any record containing
personal data, with the exception of cases
stipulated by the law of the Russian
Federation;

— require clarification of personal data, its
blocking or destruction in case personal data
is incomplete, outdated, inaccurate, illegally
obtained or is not necessary for the stated
purpose of processing.

5.1.3 The right to appeal against actions or

omissions of the Company:

— identify their representatives to protect
personal data;

— appeal against actions or omissions of the
Company to the authorized body for the
protection of the rights of personal data
subjects;

— protect their rights and legitimate interests in
court;

— require the Company to notify all persons
who were provided with incorrect or
incomplete personal data about all
exceptions, corrections or additions made to
it.

5.1.4 The right to revoke the consent to personal

data processing:

— the personal data subject shall be entitled to
revoke their consent to personal data
processing by sending a written notice of
revocation to the Company. In this case, the
Company shall be entitled to continue
personal data processing without the consent
of the personal data subject, if there are
grounds for such actions stipulated by the law
of the Russian Federation.
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JTaHHBIE 0e3 cornacus cyOBekTa
MEPCOHANBHBIX JAHHBIX UJIM UHBIX 3aKOHHBIX
OCHOBAaHHIA.

5.1.2 TlpaBo Ha JoCTyn K TEPCOHAIbHBIM

JaHHBIM

mojlyyaTb Ha OCHOBAaHWUU ITHCBMEHHOIO
3armpoca  MH(OpPMANHIO,  KaCAIOUIYIOCS
00pabOoTKH MEPCOHANBHBIX JaHHBIX;
moJTy4yarh OecIjaTHO KOIMH JIF00OH 3amucy,
cojiepKallieil TMepCOHaNIbHbIC JaHHBbIC, 3a
MCKJIFOYCHHEM CITy4aeB, IMPEeIyCMOTPEHHBIX
3aK0HOJ1aTeJIbcTBOM PD;

TpeOOBaTh  YTOYHEHHUS  IEPCOHAIBHBIX
JTAHHBIX, ux ONOKHPOBaAHUS WIH
YHUYTOXKEHUS B CIy4ae, €CIIH NepCOH aTbHbIe
JTAHHBIC SIBIISTFOTCS HEIOJTHBIMH,
yCTapeBIIMMH, HETOYHBIMH, HE3aKOHHO
MOJNyYCHHBIMH ~ WJH ~ HE SIBIISTFOTCSI
HEOOXOOUMBIMHM /ISl 3asBICHHON LM
00paboTkH.

5.1.3 TlpaBo Ha oOxamoBaHUE ACHCTBUUN WM
oe3netictBuii Komnannu:

OTIpEeNeNsATh CBOUX NPEICTaBUTENEH UL
3alIUTHI TEPCOHATBHBIX TAHHBIX;
oOxanoBaTh JelicTBug uiau Oe3nelcTBue
Kommanuu B ymolHOMOYEHHBIM opraH Mo
3alIUTe MpaB CYOBEKTOB IEPCOHAIBHBIX
JAHHBIX;

3alIMINATh CBOM ITPaBa U 3aKOHHBIE MHTEPEeChI
B Cy/1IcOHOM TIOPSIIIKE;

TpeboBare oT Kommanuu M3BeLIeHUs Bcex
JIUI, KOTOPHIM OBLUTH COOOIICHBI HEBEPHBIC
WJIM HETOJHbIE TePCOHATIbHBIE JaHHbIE, 000
BCEX MPOM3BEICHHBIX B HUX HCKIIOYECHUSIX,
MCIPABIICHUSX U JOTIOJTHEHHUSIX.

5.1.4 IlpaBo Ha OT3BIB corjacusi Ha 00padOTKY
MEPCOHAIBHBIX JaHHBIX:

CyOBEKT TEPCOHANBHBIX JAaHHBIX BIIPaBe
0TO3BAaTh cormacue  Ha  00paboTKy
MepCOHANGHBIX ~ JIaHHBIX, HAlpPaBUB B
KoMnanus nmuceMeHHBIM OT3BIB. B TakoMm
cryqae Kommanus BIpaBe IIPOJOJDKHTHL
00pa0OTKy TIePCOHAIBHBIX JaHHBIX 0e€3
coryacusi cyObeKTa TEPCOHATBHBIX JAaHHBIX
MPU HATUYM U OCHOBAHHUH, IPETyCMOTPEHHBIX
3aKOHOJIaTEeIFCTBOM Poccuiickoit
denepanuu.



5.1.5 The personal data subject shall also have
other rights stipulated by the applicable law of the
RF.

5.2 Personal data subjects, the data of which is
processed in the Company, shall bear the following
obligations:

5.3 Notify the Company of changes in their
personal data in the scope processed by the
Company not later than five (5) business days after
the date of receipt of the documents confirming
such changes. Employees shall be obliged to notify
the Company of changes in their last names, first
names, patronymics, work, home and mobile
telephone numbers or information about other
communication methods, details of the bank
(personal) account; issuance of a new identity
documents; changes in details on education,
profession, specialization, assignment of new
ranks, and other data in the scope processed by the
Company.

5.4 The personal data subject shall also bear
other obligations stipulated by the applicable law
of the RF.

6 PERSONAL DATA PROCESSING

6.1 General provisions:
6.1.1 Personal data processing in the Company
shall include the following actions (individually
or in aggregate, using automation tools or
without using such tools): collection, recording,
systematization, accumulation, storage,
clarification (updating, changing), extraction,
use, transfer (distribution, provision, access),
blocking, deletion, destruction, mixed processing
with the transfer on the Company’s internal
network and on the Internet.

6.1.2 In cases stipulated by the law of the
Russian Federation, personal data processing
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5.1.5 CyObexT mepcoHaIbHBIX NAHHBIX HMEET
WHBIC TpaBa, MPEIYCMOTPEHHBIC IEHCTBYIOIIMM
3aKoHoAareascTBoM PO.

5.2 CyObeKkThl  NEPCOHATBHBIX
CBEICHHS O KOTOPBIX 00padaThIBAIOTCS
KoMnanuu, umeror cieayronye o0s3aHHOCTH :
53
CBOMX TIEPCOHAIBHBIX MJAaHHBIX W3
obOpabarsiBaeMbix KoMItanvel B CpoK He O3 THee
5 (Ilarte) paboumx mHEH C [aTBl MOYYECHUS
JIOKyMEHTa, MTO/ITBEPIK TAIOIIETO TaKoe

JAHHBIX,
B

CooOmare KoMmannu 00 wu3MeHeHHH
cocTaBa

n3MmeHeHue. PaboTHUKM 00s3aHBI COOOIIATH B
Kommanust 06 wu3MeHeHuHn (aMHIUU, HMEHH,
OT4eCTBa, HOMepa pabouynX, JOMAIIHUX W
MOOMJIBHBIX TEJIS(POHOB MJIH CBEICHHS O JPYTUX
Croco0ax CBS3M, PEKBH3UTOB OAaHKOBCKOIO
(mumeBoro) cuera; BBITaUY€ HOBOTO JIOKYMEHTA,
YI0CTOBEPSIONIET0 TMYHOCTD; U3MEHEHU U IAHHBIX
00 oOpazoBanuu, mpodeccuu, CrenrualbHOCTH,
MPUCBOCHU Y HOBOT'O Pa3psifia U MHBIX JAaHHBIX W3
cocrtaBa oOpabaTeiBaeMbix Kommanueii.

5.4 CyOBEKT TEepCOHANBHBIX JTAHHBIX MUMEET
WHBIE 0053aHHOCTH, MPEIyCMOTPEHHBIE
JEACTBYIOIIUM 3aKOHOAATEIBCTBOM PD.

6. OBPABOTKA IIEPCOHAJIBHBIX
JAHHBIX

6.1  OOwmme MOJIOKEHUS:

6.1.1 ObpaboTka TmeEpCOHATNBHBIX JAaHHBIX B
Kommanu BKIiFOUaeT cebs  cremyromue
nerictBuss (MO OTHENBHOCTH B
COBOKYITHOCTH, C HCIOJB30BAaHHEM CpPE/ICTB
AaBTOMAaTH3allMK UK 0e3 MCIIOIb30BaHUs TAKUX

B
501048

CpeICTB): cOop,
HaKOILJICHHE, XpaHCHHE, YTOYHECHHUE
(oOHOBJICHWE,  HM3MCHEHHWE),  W3BJICUCHHE,
UCIOJIb30BaHKEe, Tepeiada (pacipoCcTpaHeHHE,
JIOCTYTI),
ylaneHue, YHUYTOXKEHHE,
o0paboTka ¢ Tmepenavyeld BHYTpPEHHEU CETH
Kommanuu u o cetn MaTepHeT.

6.1.2 B CITyJasix, MPEAYCMOTPEHHBIX
3aKOHOAATEIBCTBOM PO, obpaboTka
MIEPCOHATBHBIX JJAHHBIX OCYIIECTBISIETCS TOIEKO

3aluncChb, CHUCTEMaTHU3alus,

npelocTaBIeHHE, OJIOKMPOBaHUE,

CMCIIaHHaA



shall be performed only with the consent of the
personal data subject in writing.

6.1.3 The consent to personal data processing
must be specific, objective, informed, conscious
and decisive. Consent to personal data processing
may be provided by the personal data processing
or their representative in any form that allows
confirming the fact of its receipt, unless
otherwise is stipulated by the law of the Russian
Federation. In case of obtaining the consent to
personal data processing from a representative of
a personal data subject, the powers of such
representative to give the consent on behalf of the
personal data subject shall be checked by the
Company.

6.1.4 The access to the personal data of the
subject, its collection and processing shall be
allowed to officials who need personal data to
perform their specific job functions. The list of
persons entitled to access personal data shall be
approved by an order of the organization. Other
employees of the Company shall not have access
to personal data without a written consent of the
subject for third parties to familiarize with their
personal data.

6.1.5 Processing of special categories of
personal data related to race, nationality, political
views, religious or philosophical beliefs, health
status, intimate life shall not be allowed, except
as otherwise provided by the law.

6.1.6 When collecting personal data, including
that performed on the Internet, the Company
shall recording,  systematization,
accumulation, storage, updating (amending,
changing), extraction of personal data of citizens
of the Russian Federation using the databases
located in the Russian Federation.

ensure
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c coryacusi B NHCbMEHHOU (popme cyObekTa
NIEPCOHANBHBIX TAHHBIX.

6.1.3 Cornacue Ha 00OpabOTKY MEPCOHANBHBIX
JaHHBIX  JIOJDKHO  OBITh KOHKPETHBIM,
PEIMETHBIM, YH()OPMHUPOBAHHBIM,
CO3HATENIBHBIM U OJHO3HauHbM. Coryacue Ha
00pabOTKy IMePCOHAIBHBIX TaHHBIX MOXKET OBITH
JaHO CYOBEKTOM MEPCOHATBHBIX JaHHBIX WIM
€ro MpeACTaBUTENIEM B JIIOOOU ITO3BOJISIOIICH
MOATBEPAUTD (PAKT ero monyueHus popme, ecm
HWHOE HE YCTaHOBJIEHO 3aKOHOAATENbCTBOM PD.
B ciydae momydenus corynacust Ha 00pabOTKy
MEePCOHANBHBIX JAHHBIX OT TIPEACTABHTEIL
CyOBEKTa MEepPCOHABHBIX JaHHBIX ITOJHOMOYHS
JAHHOTO TPEACTABHUTENS Ha Jady COTJIacHsi OT
UMEHU CyOBEKTa TIEepPCOHAIBHBIX JaHHBIX
nposepsrorca Komnanueit.

6.1.4 lomyck K TEpCOHAIBHBIM JaHHBIM
cyOBekTa, UX cOOopy M 00paboTKe pasperieH
JIOJDKHOCTHBIM JIMIIaM, KOTOPBIM MIEPCOH ATbHbIC
JaHHbIE  HEOOXOAMMBI  JUISI  BBIIOJHCHUS
KOHKPETHBIX TPYAOBBIX (PpyHKIHH. CIIHCOK JIMII,
UMEIOIINX TMPaBO JOCTyMa K IEePCOHATBHBIM
JTAHHBIM, yTBepKaaeTcs
opranu3annu. Unasle pabotHuku Kommannu He
MMEIOT J0CTyTa K MEePCOHATIbHBIM JaHHBIM 0e3
cyOpekTa  Ha

IPUKa30M

MUCBMEHHOTO  COTJIACHsI
O3HAKOMIICHHE C HUMHU TPETBUMH JIHI[AMHU.

6.1.5 O6paboTka cCHenUanbHBIX  KaTeropuii
MePCOHATBHBIX TAHHBIX, KACAIOLIMXCS PACOBOW,
HaIMOHAJTbHON MPUHAUICKHOCTH,
MOJIMTUYECKUX B3TJSIO0B, PEIUTHO3HBIX WIM
dhutocodcrux yOexKIeHU 1,

3HOpOBBH,HHTHBHIOﬁ)KHBHH,HGHOHYCKaeTC$3a

COCTOSIHUS
UCKJIIOUEHUEM  CIIydacs,
3aKOHOJIaTEIbCTBOM.

6.1.6 Ilpu cObope mepcoOHANBHBIX JaHHBIX, B TOM
MOCpENCTBOM  MH(OpManuoHHO -
TEJIEKOMMYHUKAaIUOHHONU ceth «HHTepHED,

HPEIyCMOTPEHHBIX

qUuCJIC

Komnanus obecrieunBaer
CHUCTEMATH3allNl0, HAaKOILUIEHWE, XpaHEHHE,
YTOYHEHHE (oOHOBNEHTE, W3MEHEHHE),
W3BJICUCHUE MMEPCOHAIBHBIX AAHHBIX TpaKIaH
P® ¢ wucnomp3oBanmeM 0a3  JTaHHEIX,
HaxomAUMxcs Ha TeppuTtopun Poccuiickoi

3aIIKCh,

®denepanuu.



6.1.7 If it is necessary to destroy or block part of
personal data on physical tokens, the latter shall
be destroyed or blocked with preliminary
copying of information that cannot be destroyed
or blocked in the way that excludes simultaneous
copying of personal data, which must be
destroyed or blocked.

6.1.8 Destruction of part of personal data, if
permitted by the physical token, can be
performed in the way that excludes further
processing of such personal data while
maintaining the possibility of processing other
data recorded on the physical token (deletion,
crossing out).

6.1.9 Clarification of personal data during
processing without the use of automated means
shall be performed by updating or changing data
on a physical token, and if it is not allowed by the
technical features of a physical token, by entering
the information about the changes made to it to
the same physical token or by making a new
physical token with updated personal data.

6.2 Personal data collection:

6.2.1 Personal data subjects shall be obliged to
provide the Company with reliable information.
The reliability of the provided personal data shall
be determined based on its inclusion into original
documents:

— passport or another identification document;

— labor book, unless the contract is concluded
for the first time, or the employee works on a
part-time basis, or the employee does not
have a labor book due to its loss, damage, or
for other reasons;
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6.1.7 Ilpu HeoOXOOMMOCTH YHUYTOXKECHUS WIH
OJIOKMPOBaHMS YaCTH MEPCOHATBHBIX JIAHHBIX Ha
MaTepHAbHBIX HOCHUTENSX YHUYTOXKACTCS MM
ONMOKUpYeTCs MaTepuaibHBIi HOCHUTENb C
npenBapuTeIbHBIM KOTMPOBAaHUEM CBEJICHNUH, HE
MO/ITIEKAITIX YHUYTOXKEHHIO 17017}
OIOKMPOBAHUIO, CHOCOOOM, HCKIIOUAIOIIM
OJTHOBPEMEHHOE KOIHMPOBAHME MEPCOHATBHBIX
JAHHBIX, TOUISKAINX YHUYTOKEHUIO I
OJIOKMPOBAHUIO.
6.1.8 YHUUYTOXKEHHE 4YacTh TEepPCOHAIBHBIX
JAHHBIX, €CIIH ATO JIOMYyCKAaeTCs MaTeprualIbHbIM
HOCHTENIEM, MOXET MPOU3BOJUTHCSA CIIOCOOOM,
HCKJIIOYAIONINM AajlbHEUIIYI0 00paboTKy 3THX
MEPCOHANBHBIX ~ JaHHBIX C  COXpaHEHHEM
BO3MOXHOCTH O0OpabOOTKM WHBIX JaHHBIX,
3aMKCHPOBAHHBIX Ha MaTepUaIbHOM HOCUTEIE
(ynaneHue, BbBIMapbIBaHUE).

6.1.9 YTouHeHUEe MepCOHANBHBIX JAaHHBIX MpPU

OCYIIIECTBIICHU U ux 00paboTKH 0e3
HCIIONIb30BAHMSA  CPEACTB  ABTOMATH3alUH
OPOU3BOMUTCA IYyTeM  OOHOBJCHHS WM
U3MCHEHHUS JAHHBIX Ha  MaTepUajbHOM

HOCHTENE, a €Clli 3TO He JAOIyCKaercs
TEXHUYECKUMHU OCOOEHHOCTSIMH MaTepHaIbHOIO
HOCHTEIS, nyTeM (QHUKCalMM Ha TOM K€
MaTepUaIbHOM HOCHTENE CBEAECHUI O BHOCHUMBIX
B HUX U3MEHEHUSX MO0 MyTeM HU3TOTOBIICHHUS
HOBOTO MaTepHaIBHOT 0 HOCHUTENA c

YTOYHCHHBIMHA NTEPCOHAJIbHBIMU JaHHBIMHU.

6.2 COop nepcoHaANbHBIX JAHHBIX:

6.2.1 CyObeKTbl ~ TepPCOHATBHBIX
00s13aHbI MPEIOCTaBIIAT

JTAHHBIX
Komnanuu
JIOCTOBEpHble  cBeneHUs.  JlocTOBepHOCTH
MpPEAOCTaBICHHBIX IMEPCOHATBHBIX  JAHHBIX
OTIpeNieNsieTCs] MCXOAs M3 HUX pa3MelleHus B
OpUTHHANaX IOKYMEHTOB:
— Iacmoprt A WHOU
YIOCTOBEPSIIOMIN I TUYHOCTB;

JIOKYMEHT,

— TPyIOBas KHUIKKA, 32 UCKJIFOUCHHUEM CITy4acB,
KOT'/Ia JIOTOBOP 3aKJII0YaeTCsl BIEPBBIE, MM
paboTHHK MoCTymaeT Ha paboTy Ha YCIIOBHSIX
COBMECTHTEIILCTBA, HJIH TPYJAOBas KHUXKKA y
PabOTHHUKA OTCYTCTBYET B CBSI3H C €€ yTPATOH,
MOBPEXJICHUEM HIH 10 JPYTHM MPUYHHAM;



— certificate of compulsory pension insurance;

— military registration documents — for persons
liable for military service and persons subject
to conscription;

— documents on education and/or qualifications
or the availability of special knowledge —
upon admission to a job that requires special
knowledge or special training;

— other documents — in the cases stipulated by
the applicable law of the Russian Federation.

6.2.2 The Company shall be entitled to store
copies of documents in the electronic form in the
systems of Diadok, 1C: Enterprise,
1C:Payroll&HR, SAP, with the personal data
submitted by the subjects in accordance with the
rules established by this Policy and other local
regulatory documents applicable with the
Company.

6.2.3 If the provision of personal data is
mandatory in accordance with the law of the
Russian Federation, the Company shall explain to
the legal consequences of refusal to provide
personal data and (or) provide consent to the
personal data processing to the personal data
subject.

6.2.4 Peculiarities of personal data collection
from the Company Employees:

6.2.5 The Company shall obtain all personal
data of the Employee from them personally.
6.2.6 If the Employee’s personal data can only
be obtained from a third party, the Company shall
notify the Employee of this, inform about the
goals, the alleged sources and the methods of
obtaining the personal data, the list of personal
data, supposed users of the personal data, as well
as the nature of the personal data to be obtained
and the consequences of the Employee’s refusal
to provide it.
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— CTpaxoBO€ CBHUJCTEIBCTBO 00S3aTEILHOTO
MEHCHOHHOTO CTPaXOBAHUS;

— JOKYMEHTBI BOWMHCKOTO ydYera - JIs
BOCHHOOOS3aHHBIX W JIUIl, TOJICIKAIINX
MPU3BIBY Ha BOCHHYIO CITYK0Y;

— JOKYMEHT 00 o0pa3zoBaHMHM U/ WM
KBaTH (PUKAIMH WM HATHYMHU CIEIHaTBHBIX
3HAaHWW - TpPH MOCTYIUICHHH Ha pabory,
TpeOYIOIIYI0 CHEIUaIbHBIX 3HAHWH WM
CHEeMATLHOM IOATOTOBKH;

— HWHBIE  JOKYMEHTBI - B  CIy4asx,
MPEAYCMOTPEHHBIX JIEHCTBYIOIINM
3aKoHoAare’ascTBoM PO.

6.2.2 KoMnanust BOpaBe XpaHUTh KOIHHU

JOKYMEHTOB B DJIGKTPOHHOM BHUJIE B CHCTEMax
Huanok, 1C:Ilpemnpustue, 1C:3YII, SAP,
IPEACTABICHHBIX CYOBEKTAMHU MEPCOHATBHBIX
JaHHBIX, B COOTBETCTBHHM C IIPaBUJIAMH,
YCTaHOBJICHHBIMH HACTOSIIUM ITOJOXKEHHEM U
WHBIMH JIOKQIGHBIMH HOPMAaTHBHBIMU aKTaMH,
JeicTByromuMu B Kommanuu.

6.2.3 Eciiu  mpenocraBieHUE IEPCOHAIBHBIX
JAHHBIX SIBJISICTCS 00s13aTeNbHBIM B
COOTBETCTBMM € 3aKOHOJATeNbcTBOM P®,
Komnanus pazbsicHsieT cyObeKTy TepCOHATBHBIX
JaHHBIX OPUAWYECKUE TIIOCIEACTBHUSI OTKa3a
NPEeNOCTaBUTh €ro MEepPCOHANbHBIE AaHHbBIE U
(unm) pate coriacue Ha X 00paboTKYy.

6.2.4 Ocobennoctn  cbopa
JaHHBIX paboTHUKOB Kommanuu:
6.2.5 Bce mepcoHanbHbBIe JlaHHBIE PaOOTHUKA
Kommnanus nomnyyaer y Hero JImyHo.

6.2.6 Eciii mepcoHabHBIE JaHHBIE PAa0OTHUKA

MEePCOHATBHBIX

BO3MOXHO TIIOJNyYATh TOJBKO y  TpEThEH
ctoponbl, KommaHus yBegoMmisier 00 3TOM
paboTHUKA, coo01raer 0 LEeTIX,
npeamojaraMbix HCTOYHHUKAX H CHOCOG&X
MOJYUYCHHUA NEPCOHAIBHBIX MaHHBIX, IICPCUHE
NEPCOHAIBHBIX JaHHBIX, IIpe€aroJiara€Mbix
IMOJIB30BAaTCIIAX IIEPCOHATIBHBIX JaHHBIX, a4 TAKKE
0  XapakTepe  MOMISKAIIMX  MOJYUCHHIO
MNECPCOHAIBHBIX TaHHBIX U MOCICACTBUAX OTKa3a
pa60THI/IKa UX IpeaoCTaBUTh.

6.2.7 OcobennoctT  cOopa  MEPCOHAIBHBIX
JTAHHBIX POICTBEHHUKOB pPabOTHHKOB
Komnanuu:



6.2.7 Peculiarities of collection of personal data
of relatives of the Company Employees:

— the Company shall receive personal data of
relatives of its Employees from its
Employees. Company Employees shall
independently arrange for the consent of their
relatives to process their personal data by the
Company.

6.2.8 Peculiarities of personal data collection
from candidates for vacant positions in the
Company:

— personal data collection from these categories
of subjects shall be performed by the
employee of the Company whose job duties
include recruitment of candidates for vacant
positions in the Company.

6.2.9 Peculiarities of personal data collection

from customers and counterparties of the

Company, as well as their representatives:

— personal data collection from these categories
of subjects shall be performed by the officer
in charge, i.e., the employee that negotiates of
a contract conclusion and supervises its
performance.

6.3 Personal data recording

6.3.1 Recording of personal data in the
Company shall be performed both on physical
tokens and in personal data information systems.

6.3.2 Inordertorecord the progress of meetings,
briefings, hearings, sessions of commissions,
etc., the Company may arrange an audio
recording system.

6.4 Personal data systematization

6.4.1 The Company shall be entitled to
independently determine the procedure for
grouping personal data without violating the
principles of processing personal data, as well as
to regroup personal data in order to identify
patterns, trends, and deviations.
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— MEpCOHANbHbIE JaHHBIE  POJICTBEHHUKOB
pabotHrKOB KoMmmanus mosiyyaer oT cBOMX
pabOTHHUKOB.
CaMOCTOSITEJIBHO OPTraHHU3YIOT I10JIyueHue
corjlacui POACTBEHHUKOB  Ha

MNEPCOHAIBHBIX  JAaHHBIX

PaboTHukHM Kommnanuu

CBOMX
00paboTKy HUX
Komnanwueii.

6.2.8 OcobennoctT  cOopa  MEPCOHAIBHBIX

JAHHBIX KaHIHUJIaTOB Ha BAKAHTHYIO IOJDKHOCT

B Kommnanumn:

— cOOp TMepCOHATBHBIX JAHHBIX YKa3aHHBIX
Kateropuii  cyOBEKTOB OCYIIECTBIISICT
paborHuk KoMiianuu, B Tpy10Bble (PyHKIMH
KOTOpOTO BXOAWT MOAOOP KaHAWIATOB Ha
BaKaHTHBIE TOJDKHOCTH KoMmanum.

6.2.9 Ocobennoctn  cbopa

JAHHBIX KIIMEHTOB M KOHTpareHToB Kommanuy, a

TaK>Xe UX NPEACTaBUTENICH :

MEePCOHANIBH bIX

— cOOp MNepcoHANBHBIX JaHHBIX YKa3aHHBIX
Kateropuii  cyObeKToB OCYIIECTBIISIET
OTBETCTBEHHBI HCIOIHUTENb — PaOOTHUK,
BENyIIHH TEperoBoOpel O
JOroBOpa ¥ KOHTPOJMPYIOUIMI  ero

3aKJIIOYCHN

HCIIOJIHCHUC.

6.3 3anuch NepcoHaNbHBIX JAHHBIX

6.3.1 ®ukcanus MNEPCOHAIBHBIX JaHHBIX B
Kommanun OCYIIIECTBIISIETCS Kak Ha
MaTepUabHBIX ~ HOCHTENSX, Tak W B
WupopMalMOHHBIX cHUCTEMaX IEePCOHATBHBIX
JaHHBIX.

6.3.2 B memax ¢Qukcanuy Xoaa COBEIIaHWIA,
coOpaHuii, BcTpey, 3aceJaHil KOMUCCHIA U T.II. B
Kommanuu Mmoxer ObITh OpraHn30BaHa CUCTEMA
Ay 03aIuCH.

6.4  CucremaTusanus NepCcoOHABHBIX
AAHHBIX
6.4.1 Kommanust BmpaBe  CaMOCTOSITEIHHO
OTIPEIETISTH MOPSIIOK TPYNIIHPOBAHUS

MEPCOHANBHBIX JaHHBIX, HE HApyIIas IPH 3TOM
MIPUHIHUIIBE 00pa0OTKH MEPCOHATBHBIX JaHHBIX, a
TaKXe  OCYIIECTBISThH MeperpynmnupoBKA



6.4.2 The Company shall be entitled to group
personal  data  according to  nominal
systematization (distribution of data by its type),
subject (attribution to a particular subject),
thematic (according to the general subject),
chronological, archival (storage periods) and
other types of systematization, as well as its
combinations.

6.5 Personal data accumulation
6.5.1 The Company performs

accumulate the personal data required and
sufficient to complete the tasks of the Company
by entering it into the electronic systems, as well
as by processing documents containing personal

actions to

data on paper tokens.

6.6 Personal data storage

6.6.1 Personal data of all categories of subjects
of the personal data is stored in the Company
both in electronic systems and on paper tokens.

6.6.2 The Company shall be entitled to store
copies of documents in the electronic form in the
systems of Diadok, 1C: Enterprise,
1C:Payroll&HR, SAP, with the personal data
provided by the employee for the purpose of
concluding the employment contract, as well as
fulfilling the requirements of the tax law (copies
of a passport of a citizen of the Russian
Federation, birth certificate, marriage certificate,
certificate of TIN, certificate of compulsory
pension insurance, compulsory medical
insurance, diploma, and other documents
submitted by the employee).

6.6.3 The Company shall be entitled to keep the
originals of the documents submitted by the
employee for the purpose of concluding the
employment contract during the term of the
employment relationship: employment record,
employment contract, additional agreements to
the employment contract, orders for the
employee and other similar documents.
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MEPCOHANBHBIX JAHHBIX C I€JIbI0 BBIIBJICHUS
3aKOHOMEPHOCTEH, TEHICHIIUN U OTKJIOH CHU.
6.4.2 Komnanus BIIpaBe rpyHIIMpPOBATH
MepCOHANIbHBIE JaHHBIE COTJIACHO HOMUHAIBHON
cUCTeMaTH3alH (pacripe/esieHue TaHHBIX 0 UX
TUIY), TpPEAMETHON (IPUHAAICKHOCTH K
KOHKPETHOMY CyOBEKTy), TeMaThdeckoil (1o
o0r1eli TeMaTHKe), XPOHOJIOTHYECKOM, apXUBHOM
(cpokam  xpaHeHUsS) U BUJIaM
CHCTEMAaTH3aIl1H, a TAK)KE NX KOMOUHAITMAM.

WHBIM

6.5 Haxkonjienue NEPCOHAJIBHBIX JAHHBIX

6.5.1 Kommanust ocyiiecTBisieT NEHCTBHS MO
HaKOTIJICHH IO MIEPCOHATBHBIX JAHHBIX,
HEOOXOMMBIX U I0CTATOYHBIX JUIS BBITTOTHEHHS
3a1a4, ocymecTBisieMbIx Kommanuei, mytem nx
BHECCHHS B JJIEKTPOHHBIC CHCTEMBI, a TaKKe

00paboTKun JIOKYMEHTOB, COJIEpIKaITUX
MEepCOHANbHBIC  JIaHHBIe, Ha  OyMaXKHBIX
HOCHTEIIAX.

6.6 XpaHeHue NepPCOHATbHBIX TaHHBIX

6.6.1 XpaneHue mepcOHaNbHBIX AAHHBIX BCEX
KaTreropuii cyObeKTOB MEPCOHATBHBIX JaHHBIX
ocyiecTisieTcs B KoMmanuu B 3JeKTPOHHBIX
cucTeMax M\UJIM Ha OYMa)KHBIX HOCHUTEISIX.
6.6.2 Komnanust BOpaBe XpaHUTh KOMHHU
JOKYMEHTOB B DJIGKTPOHHOM BHUJIE B CHCTEMax
Huanok, 1C: Ilpeampustue, 1C:3YII, SAP,
MpEACTABICHHBIX PaOOTHUKOM Uil IeJieh
3aKJIIOUEHUs TPYJOBOTO JIOTOBOpPA, a TaKkKe
WCTIOJTHEHUS TpeOoBaHwMit HaJIOTOBOTO
3aKOHO/IaTeIbCTBA (xornm nacropra
rpaxgaHuHa P, cBUIETENBCTBA O POXKICHUH
pebenka, CBHUJICTEIIBCTBA 0 Opake,
CBUIETEILCTBA 0 MPUCBOECHUU MHH,
CBHUJETEIHCTBA O0S3aTENBHOTO [TEHCHOHHOTO
cTpaxoBaHus, moimmca OMC, nurioMa U WHBIX
MPeNCTaBIEHHbIX PA0OTHUKOM JOKYMEHTOB).
6.6.3 Kommanusi BnpaBe XpaHUTb OPUTHHAIBI
JOKYMEHTOB, MPEACTaBICHHBIX PaOOTHUKOM ISt
Leel 3aKIoueHUs] TPYAOBOIO JOroBOpa, B
MEepUuoj, JAEHCTBUSA TPYAOBBIX OTHOILIECHUIL:
TpyAoBas TPYJIOBOH  JOTOBOP,
JOMOTHUTENIFHBIE COTJIAIICHUS K TPYJOBOMY
JIOTOBOPY, IPUKAa3bl B OTHOIICHU U paOOTHHKA U

KHHKKa,

HWHBIC aHAJIOTNYHBIC JOKYMCHTBI.



6.6.4 The Company shall
storage of personal data (on physical tokens),
processing of which is performed for various

ensure separate

purposes.

6.6.5 When storing physical tokens, the
Company shall comply with the conditions
ensuring safety of personal data and excluding
unauthorized access to it according to the list of
measures developed by the Company for the
aforementioned purposes.

6.6.6 Personal data on paper tokens shall be
stored in lockable cabinets.

6.6.7 When employing professionals,
documents containing personal data can stay on
the desktops only when they are processed by the
officer in charge whose job duties include such
function. At the end of the working day, the
documents should be put to lockable cabinets.

6.6.8 Personal data on electronic tokens shall be
protected by a personal access password. Only
the employees in charge of personal data
processing shall be entitled to use personal data
on electronic tokens.

6.6.9 Electronic tokens with personal data — 1C
databases for accounting of employees of the
enterprise. 1C databases shall be stored on an
electronic token (in a cloud data center of the
company Rarus) in a locked server room.

6.6.10Personal data shall be strictly confidential,
any persons who have access to it shall be obliged
to keep this data confidential, except for the data
related to the following categories:

6.6.11depersonalized personal data, i.e., the data
in relation to which it is impossible to determine

their belonging to a specific individual;

6.6.12 generally accessible personal data.
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6.6.4 Kommanusi obecrieunBaeT pas3aeibHOE
XpaHCHHE MEePCOHATBHBIX JTAHHBIX
(MaTepuanbHBIX ~ HOCHTeENEH),  00paboTka

KOTOPBIX OCYIIECTBIISCTCS B Pa3IMYHBIX IIEIISX.
6.6.5 Ilpu xpaHeHU U MaTEepUATBHBIX HOCUTE/CH
Komnanus coOuoaeT yCIIOBU S,
o0ecreuynBaroIINe COXPaHHOCTh MEPCOHANBHBIX
JAHHBIX " M CKJTIOYAIOIINe
HECaHKIIMOHUPOBAHHBINA K HUM JIOCTYI COIJIACHO
MepevHIo Mep, pazpaboTanHbIX B KoMmanuu it
YKa3aHHBIX LIEJICH.

6.6.6 IlepcoHanbHBIC JTaHHBIE Ha OyMaXKHBIX
HOCHTEIISIX XPaHSTCS B 3aIIMPAIOIIUXCS IIKadax.
6.6.7 Ilpu odopmieHHN CcHEMUATMCTOB Ha
pabory, coJiepKariue
MepPCOHATBHBIC JAHHBIE, MOTYT HaXOIUThCSA HA
pabo4mx CTOJax TOJBKO NpH paboTe ¢ HHUMHU
OTBETCTBEHHOT0 pPabOTHHKA, B  TPYIOBBIC
KOTOpPOrO  BXOJOUT  JaHHad
¢byaknus. Ilo oxkoHuaHuum paboyero JHS
JOKYMEHTBI JIOJIKHBI yOuparbcst B
3amuparonIuecs mradol.

6.6.8 IlepcoHanpHble JaHHBIE Ha 3JEKTPOHHBIX

JOKYMCHTHI,

00s3aHHOCTH

HOCUTEAX 3allUIIECHBI IEPCOHATIbHBIM ITapOJIEM

JIOCTyTIA. I[IpaB0o Ha  HCIOIB3OBaHHE
MEePCOHANBHBIX  JTAHHBIX Ha  SJCKTPOHHBIX
HOCHTENSIX  HMMEIOT  TOJIBKO  PabOTHUKH,

OTBETCTBEHHBbIE 32 00pabOTKY IMEPCOHANBHBIX
JAHHBIX.

6.6.9 DneKTpOHHBIE HOCHTENN MEPCOHAIBHBIX
JAHHBIX - 0a3bl JAHHBIX MO y4eTy PaOOTHUKOB
npennpustus «1Cy». bassl nanubx 1C xpansrTcs
Ha IIEKTPOHHOM HocuTene (B o0nayHoOM Jara-
[EHTpe KOMITaHuM Papyc), KOTOphIi HaXOAUTCA
B 3aKPBITOM CEPBEPHOU KOMHATE.

6.6.10 [lepconanbpHbIe TaHHBIE SBISIOTCS
CTPOr0 KOH(HUICHIIUATBHBIMHY, JIIOOBIC JINIIA,
HOJYYMBIINE K HUM JIOCTYTI, OOsI3aHBI XPaHUTh
9TH JIaHHBIC B TaifHe, 32 MCKIIIOYEHUEM JaHHBIX,
OTHOCSIIUXCS K CIEAYIOLINM KaTerOpHsIM:
6.6.11 00e3MYeHHBIE  MEPCOHAJbHBIE
JaHHBIE - JaHHbBIE, B OTHOLUICHUU KOTOPBIX
HEBO3MOKHO ONPEICTUTh UX MPUHAIIEKHOCTD
KOHKPETHOMY (PH3HIECKOMY JIHILY;

6.6.12 00IIEeIOCTYITHBIE TEPCOHATIBHBIE
JAHHBIE.



6.6.13The confidentiality regime of personal
data shall be removed in cases of
depersonalization or after the expiration of the
corresponding storage period.

6.6.14 All Company Employees shall be entitled
to use personal data located in corporate sources
of personal data. The consent of the personal data
subject must be obtained for placing their
personal data in corporate sources of personal
data. Employees must use personal data located
in corporate sources of personal data solely for
the purpose of fulfilling their job duties and shall
not be entitled to transfer it to third parties.

6.6.15 The storage of personal data of all
categories of the subjects of personal data shall be
carried out no longer than the purposes of personal
data processing require, unless the storage period
of personal data is established by federal law, an
agreement to which the subject of personal data is
a party, beneficiary or guarantor (for example,
personal data of the Company employees are
stored for the periods established by federal bylaws
of the RF).

6.7 Personal data clarification and blocking

6.7.1 The Company proceeds from the good
faith of the personal data subjects and the
reliability of the information provided by them.

6.7.2 The personal data processed by the
Company must be accurate, sufficient and
relevant. The accuracy requirement implies that
the data collected and processed must be true and
not misleading. The sufficiency requirement
means that actions and decisions taken by the
Company based on personal data processing
should not be taken based on incomplete
information.
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6.6.13 Pexum  koH(uIeHUHATBHOCTH
MEePCOHAIBHBIX JTAHHBIX CHUMAETCS B CIIydasix
00e3TMYrBaHust UIH no W CTEUCHUH
COOTBETCTBYIOIIETO CPOKA XPAHECHMUSI.

6.6.14 [IpaBo HCIOJIb30BaTh
NepcoHANbHbIE JIaHHBIC, pa3MEIICHHBIE B
KOPIOPAaTUBHBIX HMCTOYHHKAX MMEPCOHANBHBIX
JIAHHBIX, UMEIOT Bce paboTHukKM Kommanuu. Ha
pa3sMeleHne CBOMX IEePCOHATBHBIX JTaHHBIX B
KOPITIOPAaTUBHBIX HCTOYHHKAX IEPCOHAIBHBIX
JAHHBIX JIOJDKHO OBITH TOJYYEHO COTJIacue
CyObeKTa TEepPCOHAIBHBIX JAaHHBIX. PaboTHHKM
JOJDKHBI MCIIOJIB30BATh TEPCOHAIBHBIC JAaHHBIE,
pa3MelleHHbIe B KOPIOPAaTHBHBIX MCTOYHHUKAX
MEPCOHANBHBIX JAHHBIX, WCKIIOUUTEIBHO JUIS
Lesell BBIIOJHEHUS MMM CBOMX TPYAOBBIX
(¢byHKUMH 1 He BIIpaBe MepeaaBaTh UX TPETHUM
U aM.

6.6.15 XpaneHve nepcoHaIbHBIX JAHHBIX BCEX
KaTeropuil cyObeKTOB NEepCOHANBHBIX JaHHBIX
JIOJKHO OCYILIECTBJIATHCS HE 0JIBIIE, YEM ITOTO
TpeOyloT 1enu Oo0paboTKH IepCOHANBHBIX
JIAHHBIX, €CJIM CPOK XpaHEHUs MEepPCOHATIBbHBIX
JTAHHBIX HE YCTAaHOBJICH (heIepaTbHBIM 3aKOHOM,
JIOTOBOPOM, CTOPOHOI1 KOTOpOTO,
BBITOJIONIPHOOPETATENEM UM TTOPYYUTENeM IO
KOTOPOMY SIBJISIETCA CYOBEKT IEPCOHAIBHBIX
JaHHBIX (HallpuMep, MEPCOHAJbHBIE NaHHBIE
Paboraukos Kommanuum xpaHsaTcsi B TeUCHHE
CPOKOB,  YCTaHOBJCHHBIX  (ellepaibHbIMUA
MOJ3aKOHHBIMY aKTamu P D).

6.7  YTOouHeHHue U 0J10KHpOBaHueE
NEePCOHAJBHBIX JaHHbIX

6.7.1 Kommanus ucXoauT U3 100pOCOBECTHOCTH
CyOBEKTOB  TEPCOHANBHBIX  JAaHHBIX |
JIOCTOBEPHOCTH CBEIICHHI, MPEIOCTaBICHHbBIX
HMH.

6.7.2 OOpabaTbIBacMbIe B Kommanuu
NIePCOHAIbHBIE JaHHbIE IOJKHBI ObITh TOUHbIMU,
JOCTaTOYHBIMU M aKTyaJlbHBIMH. TpeOoBaHue
TOYHOCTH TPENINoJiaraet, 4ro COOpaHHbBIC W
oOpabaThIBacMbIC JTAaHHBIC JTOJIYKHBI
COOTBETCTBOBATh JICHCTBUTEIBHOCTH U  HE
JIOJDKHBI BBOJUTE B 3a0myxaenue. TpeboBanue
JIOCTATOYHOCTH O3HAuyaeT, 4To MACHCTBUA U
pelieHusi, KoTopele nmpuHuMatorcs Kommnanueit
no pe3ylbTataM oOpabOTKH MepPCOHATBHBIX



6.7.3 A personal data subject shall be entitled to
require that the Company clarified their personal
data, blocked it or destroyed it, if the personal
data is incomplete, outdated, inaccurate, illegally
obtained or not required for the stated purpose of
processing, as well as took the measures
prescribed by the law to protect their rights.

6.7.4 Personal data blocking shall mean a
temporary measure implying the impossibility of
using personal data when it is stored, used for the
period of checking the availability or absence of
grounds for destruction of such data in
connection with the potential illegality of its
processing or for the period necessary to clarify
the processed data at the request of the personal
data subject.

6.7.5 The Company shall take the measures
required to delete or clarify incomplete or
inaccurate data.

6.7.6 In case of confirmation of the fact of
inaccuracy of personal data, the Company shall
specify such personal data within seven (7)
business days after the date of submission of such
information and remove the personal data
blocking on the basis of the information provided
by the personal data subject or their
representative or the body authorized for
protection of rights of personal data subjects or
other necessary documents.

6.8 Extraction and use of personal data

6.8.1 Extraction of personal data is the process
of obtaining structured data from sources of
personal data. Extraction and use of personal
data is hereinafter referred to as the use of
personal data.
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JaHHBIX, HE JIOJDKHBl TPHHUMAThCI Ha
OCHOBAHHH HEMOJIHOM HH(pOpMaIIHH.

6.7.3 CyOBEKT IEepCOHANBHBIX JaHHBIX BIIPaBe
TpeOboBath OT KOMIIaHWM YTOYHEHHS €ro
NIEePCOHANBHBIX TAHHBIX, UX OJOKUPOBAHMS I
YHUYTOXKCHHS B Clly4dae, €ClId IEepPCOHAIbHBIC
JIAHHBIC SBJISIOTCS HETOJHBIMH, YCTaPEBIINMH,
HETOYHBIMHU, HE3aKOHHO MOJyYeHHBIMH UITH HE
SIBIISTFOTCS HEOOXOIMMBIMH IS 3asIBJICHH O LIS
00paboTkH, a TaKKe MPUHUMATH
MPEeIyCMOTPEHHBIE 3aKOHOM MEpHI I10 3aIIHuTe
CBOWX IIpaB.

6.7.4 baokupoBaHUE MEPCOHATBHBIX JaHHBIX —
9TO BpEMEHHas Mepa, MOJpa3zyMeBaroIas
HEBO3MOKHOCTB CITOJIb30BaHU I ITEPCOH ATBHBIX
JAHHBIX IPH UX COXPAHHOCTHU, TIPUMEHsIeMast Ha
MEepUOJ TMPOBEPKU HATMYUSI WM OTCYTCTBUS
OCHOBAHMI 111 YHUYTOKCHUS TAKMX JaHHBIX B
CBSI3U C BO3MOXHOW HENPABOMEPHOCTBIO UX
00paboTku 1160 Ha TTEePHOJl, HEOOXOUMBIHN JJIs
YTOUHEHHs 00pabaThlBaeMbIX JIAHHBIX 10
3anpocy cyObeKkTa HepCOHANBHBIX TaHHBIX.
6.7.5 Kommanust TnpuUHHUMaeT Mepbl IO
YIAJICHUIO WM YTOYHEHHWIO HEMOJHBIX I
HETOYHBIX JaHHBIX.

6.7.6 B ciaywae moarBepxaeHus  (pakra
HETOYHOCTH NEPCOHATBHBIX JaHHBIX Kommanus
Ha OCHOBAaHWH CBEJCHUH, MPeICTaBICHHBIX

Cy6’BeKTOM NEPCOHAIBHBIX MTaHHBIX WA €T0

npeicTaBUTeIeM  JTHOO  YIOJHOMOYECHHBIM
OpPraHoM II0 3aluTe TNpaB CyOBEKTOB
NIePCOHANBHBIX JTAHHBIX, WM UHBIX
HEOOXOJMMBIX JIOKYMEHTOB yTOYHSIET

nepcoHalbHble JanHble B Teuenue 7 (Cemn)
pabounx IHEH cO THS MPEACTABICHHS TaKHX

CBEIEHUU W CHUMaeT OJOKHpOBaHWE
MEePCOHATBHBIX JaHHBIX.
6.8 H3Baeuyenne " HCII0JIL30BaHue

NMEPCOHAJIBHBIX JAHHBIX

6.8.1 I3BneueHne MepCcOHANBHBIX NAHHBIX -
nporecc
CTPYKTYPHPOBAHHBIX TAHHBIX U3

MTOTYYESHHUS
HACTOYHHUKOB
MEPCOHAIBHBIX JaHHBIX. Jlamee mo TeKCTy
HAaCTOSILETO pasnena H3BJEYECHHE U
HCIIOJIb30BaHUE MEPCOHABHBIX JTAHHBIX
HMEHYIOTCS HCII0JIB30BaHHEM.



6.8.2 The use of personal data shall be carried
out taking into consideration the provisions of
the Personal Data Processing and Protection
Policy, which shall apply to the relations related
to personal data with the features established by
this Policy.

6.8.3 Access to personal data within the
Company shall be granted to a limited circle of
persons according to the list of positions of
employees who are entitled to have access to
personal data in accordance with the Order to this
Policy. Personal data shall be used by such
employees for the purpose of performing their
job duties within the powers granted by the
employment contract, job description, power of
attorney, order, or another internal document.

6.8.4 Access of other employees of the
Company to personal data necessary for the
purpose of performing a specific job duty shall
be granted by a separate order of the General
Director of the Company.

6.8.5 Other employees of the Company shall not
have access to personal data without a written
consent of the subject for third parties to
familiarize with their personal data.

6.8.6 All Company Employees shall be entitled
to use personal data located in corporate sources
of personal data. The consent of the personal data
subject must be obtained for placing their
personal data in corporate sources of personal
data. Employees must use personal data located
in corporate sources of personal data solely for
the purpose of fulfilling their job duties and shall
not be entitled to transfer it to third parties.

6.9 Transfer of personal data
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6.8.2 Hcnionp3oBaHue MEPCOHATBHBIX JaHHBIX
OCYIISCTBIISIETCS €
«IIOJIOKEHHUA 00

Y4eTOM  ITOJIOKEHHS
o0paboTKe ®  3alIuTe
MEePCOHANBHBIX JaHHBIX)», KOTOPOE MMPUMEHSIETCS
K OTHOIIEHUSM, CBSI3aHHBIM C TIEPCOHATBH bIMH
JAHHBIMHU, C OCOOEHHOCTSIMH, YCTaHOBJICHHBIMU
HAaCTOSIIIUM MOJIO)KCHHEM.

6.8.3 JlocTym k mepcoHaTbHBIM JaHHBIM BHYTPH
Kommanuu ocymiecTBisercss OrpaHuYeHHBIM
KPYroM JIMI[ COTJIACHO MEPEYHIO JOJDKHOCTEH
pabOTHUKOB, HMMEIOIINX JOCTYTI K
MEePCOHATBHBIM JaHHBIM, B COOTBETCTBUU C
[IpukazoM K  HacTosIEMY  IOJIOKEHHIO.
[lepconanpHble TaHHBIE UCIIONB3YIOTCS TAKUMHU
paboTHHKaMu Ui 1eNed HMCIOJHEHUS CBOMX
TPYIOBBIX (PYHKIIMH B Ipenesiax IOTHOMOUHI,
MPEIOCTAaBICHHBIX  TPYAOBBIM

I[OJ'I)KHOCTHOﬁ HHCTPYKHHeﬁ, JAOBCPCHHOCTHIO,

AOT0OBOPOM,

IPUKA30M, HHBIM BHYTPEHHUM JIOKYMEHTOM.
6.8.4 JlocTynn K mepcoOHaIbHBIM JaHHBIM HHBIX
pabotHukoB Kommanuu, HEOOXOIUMBINA JUIs
1eJel BBIMOJHEHUS KOHKPETHOM TpyIOBOM
byHKIHMH,
pacnopsbkeHueM
KomMnannn.

oopmitsieTcs OTIENbHBIM

TeHEePATbHOTO  TUPEKTOpa
6.8.5 Unpie pabotHuku Komnanum HE MMEOT
JOCTyma K

MMHUCbMEHHOI'0

MEePCOHATBHBIM ~ JTAaHHBIM ~ 0€3
cormacusi  cyObekTa  Ha

03HAKOMJIEHHE C HUMHU TPETBUMH JIMLAMHU.

6.8.6 IlpaBo

JaHHBIE,

WCIIONB30BaTh  MEPCOHANBHEE
pa3MelICHHBIE B  KOPIOPAaTHBHBIX
MCTOYHUKAX MEPCOHATBHBIX TaHHBIX, HMEIOT BCe
pabotauku Kommannu. Ha pa3menienne cBoux
MEPCOHAIBHBIX JaHHBIX B KOPIOPAaTHBHBIX
MCTOYHUKAX IEPCOHAIbHBIX JAHHBIX IOJIKHO
OBITH MOIY4YEeHO coryacue cyObekTa
HEepCOHANBHBIX JaHHBIX. PaOOTHHKHU IOJDKHBI
U CII0JIb30BaTh IIepCOHAJIbHbIE JaHHBIE,
pa3MelleHHble B KOPIOPAaTUBHBIX MCTOYHHUKAX
MEPCOHANBHBIX NAHHBIX, WCKIIOUUTEIBHO JUIS
Leeld BBIIOJHEHUS WMH CBOMX TPYIOBBIX
(byHKUMH 1 HE BIIpaBe MepeaaBaTh UX TPETHUM

JIMIIaM.

6.9 Ilepenaua nmepcoHAJBLHBIX IAHHBIX



6.9.1 Transfer
performed in the form of dissemination or
granting access.

6.9.2 The Company shall not take actions to
disseminate personal data to an indefinite number
of persons.

6.9.3 The Company shall be entitled to provide

of personal data may be

personal data to competent state authorities in
order to ensure compliance with laws and other
regulatory legal documents, as well as on the
basis of relevant requests.

6.9.4 Information about personal data can be
submitted to a third-party organization only with
the written consent of the personal data subject.

6.9.5 The Company shall be entitled to transfer
personal data of its employees (former
employees) without obtaining a separate consent
to transfer personal data:

— to competent state authorities (Inspectorate of
the Federal Tax Service, Social Security
Fund, Pension Fund) in order to submit
statutory statements, information on personal
income tax, information on individual
(personified) accounting), and the necessary
information to the SFR of the Russian
Federation; calculation and payment of taxes,
fees and contributions stipulated by the law of
the Russian Federation for compulsory social
security and pension insurance;

— to insurance organizations with which the
Company has concluded an appropriate
contract for the purpose of concluding a
voluntary medical insurance contract or other
types of insurance;

— to health-care institutions, in order to protect
life and health, to perform medical
examinations;

— to organizations in order to arrange access to
the territory of the Company, ensure security
and safety of property;
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6.9.1 Ilepenava nepcoOHANBHBIX JAHHBIX MOXKET
OCYIIECTBIIATECS B (popMe pacrnpocTpaHeHHS,
IPEJOCTaBJICHUS TOCTYTIA.

6.9.2 KoMnanus He OCYIIECTBIISECT ACHCTBUIM 11O
pacIpOCTPaHEHUIO TEPCOHAIBHBIX  JaHHBIX
HEOMPECTICHHOMY KPYTY JIHIL,
6.9.3 Komnanust  BmpaBe  MNPEeAOCTaBIAThH
MIepPCOHATIbHbIE JTaHHBIE KOMIIETEHTHBIM
rOCyJapcTBEHHBIM  OpraHam B eJIsIX
obecrieueHusi COOMIONEHUST 3aKOHOB M HWHBIX
HOPMAaTHBHBIX MPABOBBIX aKTOB, a TaKXe Ha
OCHOBAHHMH COOTBETCTBYIOIINX 3aIIPOCOB.

6.9.4 CBenenus 0 epcOHATBbHBIX JAHHBIX MOTYT
OBITh TIPE/ICTABICHBI CTOPOHHEH OpTaHM3aH
TOJBKO C THCBMEHHOTO COTJIacusi CyObeKTa

NCPCOHAJIBHBIX JaHHBIX.

6.9.5 Kommanusi BmpaBe 0e3  MOIy4eHHs
OTAENBHOrO COIJIacHUsI Ha nepeznady
HepCOHAIBHBIX JAHHBIX nepenaBarhb

IepCOHANbHBIE JaHHblE CBOMX paOOTHUKOB

(OBIBIIMX paOOTHUKOB):

— KOMITIETEHTHBIM TOCYAapCTBEHHBIM OpraHaM
(Uacnekuust  PenepanbHON  HAJIOTOBOU
ciryk0b1, DOHJ| COLMANBHOTO CTPaxOBaHUSL,
[lencnonnsi  ¢oHm) — B HeEWIX
MpENCTaBIICHUS YyCTaHOBJICHHOM
3aKOHOJIATENbCTBOM OTYETHOCTH, CBEACHHUM O
Hajore Ha JOXOAbl (QHU3MYECKUX JIHI,

CBCICHUH WHAWUBHIYaTBHOIO
(TmepcoHm (DU POBAHHOTO) y4era),
HeoOXomuMbIX cBeaeHuiik B COP P,

WCYKCIIEHUS W YILIATBl TPEAyCMOTPEHHBIX
3aKOHOJIATENBCTBOM P® Hamoros, cOOpoB u
B3HOCOB Ha 00s3aTENBHOE COLHAIBHOE H
MEHCHOHHOE CTPaXOBaHNE;

— CTpPaxOBBIM OpraHU3alMsIM, ¢ KOTOPBIM Y
KoMmmaHuy 3akiiO4eH  COOTBETCTBYIOIIMI
JIOTOBOP — B IENISAX 3aKJIIOUCHHUsS JTOTOBOpa
JI0OPOBOJIEHOTO MEITUITHHCKOrO
CTPaxOBaHU s, HHBIX BHUIOB CTPaXOBaHH;

— MEIUIMHCKAM YUYPSKICHHUSAM — B IENAX
OXpaHbl XU3HU W 3JIOPOBBS, OPTaHHU3AUN
MEIMITUHCKUX OCMOTPOB;

— OpraHM3anus M B IEIIX  OpraHu3ayu
nocTyna Ha  Tepputoputo  Kommanwum,
oOecrieueHus 0€30MaCHOCTU U O0CCIICUCH U
COXPaHHOCTH UMYIIECTBA,;



to educational institutions, for the purposes of
training, advanced training, improvement of
professional level, obtaining permits and
admissions;

to organizations that perform special
assessment of working conditions, in order to
conduct special assessment of working
conditions;

to organizations with which the Company has
concluded an appropriate contract for the
purpose of issuing an electronic signature
necessary for an employee to perform their
job duty;

to organizations with which the Company has
concluded an agreement on rendering of
services for booking and purchasing of
tickets, for the purpose of accommodation
and staying outside the permanent residence
location;

to organizations with which the Company has
a contract for rendering of taxi services;

to organizations to which employees are
commanded, for the purpose of sending them
on business trips;

to close relatives, in order to ensure
compliance with laws and other regulatory
legal documents, local regulatory documents
of the Company, receipt of payments and
compensations;

to organizations with which the Company has
concluded relevant agreements for the
purpose of making business cards;

to counterparties with which the Company
concludes and performs contracts, for the
purpose of confirming the powers of the
Company Employees;

to organizations with which the Company has
concluded agreements on car leasing (if the
Company provides its Employee with a car
for official use);

to organizations with which the Company has
concluded agreements on translations.

6.9.6 With that, personal data shall be
transferred in the scope necessary and sufficient
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y4eOHBIM  OpraHu3anusM — B  HeJsIX
oOydYeHMs, TIOBBIIICHUS KBaTU(UKAIIUH,
NPO(GECCHOHATBHOTO  YPOBHS, TOIyYCHUS
pa3peLIeHU U I0ITYCKOB;

OpraHu3aIysIM, OCYILIECTBIISIOLIIM
CIIENHATBHYIO OLIEHKY YCIOBUU Tpyna — B
[eNsAX TPOBENCHHS CHEUAIBHONW OICHKH
YCJIOBUM TPYa;

OopraHu3anusM, ¢ KoTopbiMu y Kommanuu
3aKJIIOYEH COOTBETCTBYIOIIUU TOTOBOP — B
nemsax o(opMIIeHHUs EKTPOHHOH MOAINCH,
HEe0OX0MMOM pabOTHUKY JIJISl MCIOJIHCHHS
€ro TpyAoBOH QPyHKIINH;

OpraHu3aiusM, ¢ KoTopbiMu y Kommanuu
3aKJIIOYEH JIOTOBOpP OKa3aHUs YCIyr Ha
OpOHUPOBaHKE U TPUOOPETECHUE OMIICTOB — B
IeJIsIX pa3MENICHHS U POKK BAaHUs BHE MECTa
MOCTOSIHHOTO TTPOKHBAHHS,

opraHu3anusaM, ¢ KoTopeiMu y Kommanuu
3aKJIIOYEH JIOTOBOP OKa3aHUs YCIyr Ha
MPEIOCTaBICHHUE TAKCH;

OopraHu3anusM, B KOTOpble pabOTHHK
KOMaHJIMPOBAaH — B IENSAX HAaINPaBIICHUS B
CITy’keOHYIO KOMaH IUPOBKY;

OMM3KUM POACTBEHHHKaM — B  HLEIIX
obecrieueHus1 COONIOACHHS 3aKOHOB U MHBIX
HOPMAaTHUBHBIX MPAaBOBBIX aKTOB, JJOKAJBHBIX
HOPMAaTHUBHBIX akTOB KoMmanuu, moydeHus
BBIILJIAT ¥ KOMIIEHCAIIUI;

opraHusanusiM, ¢ KoTopeiMu y Kommnanum
3aKJII0YEHBI COOTBETCTBYIOIINE IOTOBOPHI — B
IeJISIX H3TOTOBJICHHS BU3UTHBIX KAPTOUEK,
KOHTpareHTaMm, ¢ KoTopbiMu Kommanwus
3aKJIF0YaeT W HWCHOJIHSIET JOTOBOPHI — IS
nenei MOATBEPKICHUS MTOJTHOMOYHI
pabotHukoB Kommanun

opraHu3anmsiM, ¢ KoTopeiMu y Kommnanum
3aKJIIOYEHBl  JOTOBOPbl ~ Ha  JIM3UHT
aBTomMoOmeil (B cimywae, ecnmu Kommanws
npenocraBisieT PaboTHHUKY aBTOMOOWJIbL B
CITy>keOHOE TI0JIb30BaHUE);

OpraHu3anusM, C KOTOPBIMH 3aKJIFOUYEHBI
JIOTOBOPBI HA YCIYTH 1O JIMHTBUCTUYECKHM
HepeBoiaM.

6.9.6 [Ipy >TOoM TmepcoHaANbHbIE JaHHBIC
nepefaroTcsi B 00BeMe, HEOOXOJUMOM U
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for achievement of the corresponding data
transfer goal.

6.9.7 When transferring the
personal data, the Company:

employee’s

— shall not disclose the employee’s personal
data to third parties without a written consent
from the employee, except the cases when it
is necessary to prevent danger to the
employee’s life and health, as well as in other
cases established by the law of the RF and
local regulatory documents of the Company;

— shall not disclose the employee’s personal
data for commercial purposes without their
prior written consent;

— shall inform the persons receiving personal
data that this data can only be used for
purposes for which the data is collected and
require a confirmation that this rule is
observed from such persons.

6.9.8 The transfer of information containing
details about personal data of subjects by
telephone, e-mail without written consents of
personal data subjects shall be prohibited.

6.9.9 If it is necessary to perform cross-border
transfer of personal data, the Company shall
receive the consent of the personal data subject to
this.

6.10
data
6.10.1 Upon reaching the goal of personal data
processing of any category of the subject of
personal data, the Company shall delete/destroy
personal data within thirty days after the date of
achieving the goal of personal data processing or,

Deletion and destruction of personal

in accordance with the applicable law, transfer it
to archival storage.

6.10.2 The Company must destroy personal data
of subjects (or have it destroyed) in the following
cases:
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JOCTAaTOYHOM I peann3annu

COOTBETCTBYIOLICH IIEJTU MepeIadn JaHHbIX.
6.9.7 Ilpu mnepenaue MEPCOHATBHBIX JAHHBIX
paboTHuka KoMimanus:

— He cooOImaer TepCOHANbHBIE JaHHbBIC
paboTHUKA TpeThel CTOpOHE 0e3
MUCBMEHHOTO corjacusi pa0OTHUKa, 3a
UCKJIIIOYCHHEM  CllydaeB, KOrja  93TO
HEOOXOIMMO B MENSIX TMPEAYIPEKICHHS
YTpO3bl KU3HHU U 3/I0POBBIO PA0OTHHKA, a
TAKXKe B JPYTUX CIyYasxX, IPeTyCMOTPEHHBIX
3aKOHOAATENLCTBOM P® U JOKAIbHBIMU
HOPMAaTHBHBIMHU aKTaM¥ KoMmaHuu;

— He cooOImaer TEpCOHANbHBIE JaHHbBIC
pabOTHHKA B KOMMEPUYECKUX TeNsax 0e3 ero
MUCBMEHHOTO COTJIACHS;

— TpexynpexaaeT TTOJTyYarOIIHX
MepCOHANBHBIC JaHHBIE pa0OTHUKA, O TOM,

v,

YTO ATH JIAHHBIC MOTYT OBITh HCITOJIb30BaHbI
JUIIB B TEJISIX, JJIs1 KOTOPBIX OHU COOOIIEHBI,
u BOpaBe TpeOOBaTh OT OTHX JIUII
MOATBEPXKIEHUS TOTO, YTO 3TO TpeOoBaHME
COOJTIOZIEHO.
6.9.8 llepenaua wH}OpMauu, coaepKariei
CBEIICHHS O IEPCOHAIBHBIX TAHHBIX CyOBEKTOB,
mo tenedoOHy, OIEKTPOHHOW Tmoure 0Oe3
MACBMEHHOTO coryacus CyOBEKTOB
MEPCOHATBHBIX JaHHBIX 3allPenaeTcs.
6.9.9 B ciiyuae He0OX0IMMOCTH OCYILIECTBJICHHS
TPaHCTPaHUYHON TepeAayd  IEepPCOHANBHBIX
JaHHbIX KommaHus moiydaer Ha 3TO COrjiacue
cyObeKTa MepcoOHATbHBIX JaHHBIX.

YHHYTOKEHHe

NMEPCOHAJBHBIX JAHHBIX

6.10.1 Tlo pmoctukeHuHm 1eAH 0OPaOOTKH
NEPCOHANBHBIX JaHHBIX JIIOOOHW KaTeropuu
CYOBCKTOB TEPCOHATBHBIX NaHHBIX KommaHwus
ylIansier/ YHUUYTOXKAET MePCOHAIbHBIC TAaHHBIC B
TEUCHHE TPUILATH JHEH C JIaThl JOCTHIKCHUS
e 00pabOTKH MEPCOHANBHBIX TaHHBIX JTHOO,
COTJIaCHO JIEWCTBYIOLIEMY 3aKOHOAATEIbCTBY,
MepeaaeT Ha apXUBHOE XpaHEHHe.

6.10.2 Kommnanus

o0s3aHa  YHUYTOXHThH

NepcoHallbHbIE  JIaHHble  cyOBekTa (WM
00ecreynuTs UX YHUUYTOXKEHHUE) B CIEAYIOINX

CITyJasx:



— upon the submission of the information
confirming that the personal data has been
obtained illegally or is not necessary for the
stated purpose of processing by the personal
data subject (or their representative) — within
seven business days after the date of
submission of such information;

— upon revealing of unlawful personal data
processing, if it is impossible to ensure its
legitimacy — within ten business days after the
date of revealing of unlawful personal data
processing;

— upon revocation of the consent to processing
of personal data by the personal data subject,
if its storage is no longer required for the
purposes of personal data processing — within
thirty days after the date of receipt of the
aforementioned revocation.

6.10.3 The aforementioned terms shall apply,
unless otherwise is stipulated by the contract to
which the subject of personal data is the
beneficiary, or the guarantor is not stipulated by
another agreement between the operator and the
personal data subject.

6.10.4 The destruction of personal data is
performed as follows:

If personal data is stored in the electronic
systems, the material tokens shall be destroyed or
blocked, or the data is wiped from the material
token. The order of destruction of personal data (if
any) is regulated in clauses 6.1.7-6.1.8 of the
Policy;

If personal data is stored on the paper tokens,

such tokens shall be dispersed/liquidated in a
shredder.

7. PERSONAL DATA PROTECTION IN
THE COMPANY
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— IIpu npeaAcCTaBJICHHUHU Cy6’beKTOM
MEPCOHAIIBHBIX JTaHHBIX (PIJIPI €ro
MpEeJCTaBUTEIIEM ) CBEJICHUIA,
MMOATBCPKAAIOII N X, qTo IIEPCOHAJIbHBIC

JIaHHBIE SBJISIIOTCS HE3aKOHHO IMOJTyYCeHHBIMU
UM HE SBISIOTCS HEOOXOIUMBIMH JUISA
3asBJICHHOH 11eJr 00pabOTKH - B TEUCHHE
ceMHu pabounx JHEH CO JHS MPEACTaBICHUS
TaKUX CBEJICHHIA;

— TIpH BBUIBJIGHUH HENpaBOMEpHOH 00padoTku
MEePCOHANBHBIX JaHHBIX, €CIIM HEBO3MOXHO
00ecreunTh ee MPaBOMEPHOCTD, - B TCUCHUE
JecsTH pabo4MX JHEW C JaThl BBIIBICHUSA
HElpaBOMEPHON 00pabOTKH TEePCOHATBHBIX
TaHHBIX;

— NpU  OT3BIBE CYOBEKTOM TIEPCOHAIBHBIX
NAaHHBIX ~corylacus Ha 00paboTKy ero
MIEPCOHANBHBIX JIaHHBIX, €CITH UX COXPaHCHUE
0osee He Tpebyercs yId 1eiae oOpaboTKU
MEePCOHANBHBIX JaHHBIX - B TCUCHHE TP IIIATH
JHEeH C JaThl TOCTYIUICHUS YKa3aHHOro
OT3bIBA.

6.10.3 VYkazaHHBIC CPOKU IPUMEHSIOTCS, €CITU

WHOH CpPOK HE TMPeIyCMOTPEH JOTOBOpPOM,

CTOPOHOH KOTOPOTO, BBITOAOIPUOOpETaTENeM

UM TIOPYYHTENIEM, IO KOTOPOMY SIBJISETCS

CyOBEKT TIEPCOHAIBHBIX JaHHBIX WM HE

MPEIYCMOTPEH HWHBIM COTJIAIICHHEM MEXIy

OIepaTopoM M CYOBEKTOM MEpPCOHATBHBIX

JTAHHBIX.

6.104 VYHHUUYTOXXEHUE MEPCOHATBHBIX AAHHBIX

MPOUCXOJIUT B CICIYIOIIEM MOPSJIKE:

—  Ecnu nepcoHanbHble TaHHBIE XpaHATCS B

JIEKTPOHHBIX CHCTEMAX, TO YHUYTOKACTCS M

OJIOKUpPYETCSI MaTepUANTBHBIM HOCHTEIh JH00

JNaHHBIE  CTHPAIOTCS  C  MaTepHAbHBIX

HocutTened. Ilopsamok yHWYTOXKEHUS 4YacTh

MEPCOHAIBHBIX JAaHHBIX (IIPH HEO0OXOANMOCTH)

yperynupoBad B 1. 6.1.7—6.1.8 Tlomoxenus;

—  Ecnm nepcoHasbHBIC JAHHBIC XPAHSTCS Ha

OyMaXHBIX HOCHUTENIIX, TO TaKue HOCHUTEII

M3MeJbYaIOTCS/TNKBU JUPYIOTCS B LIPEAEpe.

7. 3AHIUTA NEPCOHAJIBHBIX
JAHHBIX B KOMIIAHUH



7.1 General provisions:

7.1.1 Personal data protection is a set of
measures taken by the Company aimed at
preventing violations of access restrictions,
integrity, reliability and confidentiality of
personal data and ensuring the sufficiency of
security of personal data from unlawful use or
loss in the course of the Company’s activities.

7.1.2 Personal data protection shall be ensured
by the Company at its expense.

7.1.3 The premises of the Company shall be
equipped with a video surveillance system and an
access control system. Visitors shall be received
in a specially designated room located at a
considerable distance from the location of
personal data storage and processing.

7.1.4 The Company shall develop and approve
the Personal Data Processing Policy that
establishes the legal basis, basic conditions and
principles, goals and the composition of personal
data processed by the Company.

7.1.5 The Personal Data Processing Policy shall
be posted at corporate website and available for
review by stakeholders.

7.1.6 The Company shall appoint the person in
charge for arrangement of personal data
processing by order of the General Director of the
Company.

7.1.7 To determine the list of persons entitled to
access personal data.

7.1.8 The right to access personal data shall be
granted to employees of the Company based on
the General Director’s order.

7.1.9 The list of persons who have been granted
access to personal data shall be limited to
employees whose job duties require access to
personal data. The Company shall make the
employees, who are granted access to the
personal data, familiar with the RF regulations on
personal data and the present Policy, and (or)
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7.1 OO01He MoJI0KEeHH s :
7.1.1 3amuTa TMEPCOHANBHBIX JaHHBIX  —
KOMILIEKC Mep, NpHHUMaeMbiXx B Kommanuu,
HaIlpaBJICHHBIX Ha MpeAypEK ACHUC
HapyIIeHu i OTpaHUYCHUS JIOCTYTIA,
IIEJIOCTHOCTH, JIOCTOBEPHOCTH u

KOH (U ICHITHATBHOCTH TEPCOHATIbHBIX JIAHHBIX U
o0ecIIeynBaroIIn il JIOCTaTOYHOCTH
0e30macHOCTH TEpPCOHANBHBIX JaHHBIX  OT

HCIIPpaBOMECPHOTO HX  HCIIOJb30BaHUA WA

yTparsl B nporecce X031 CTBEHHOMN
nesrensHocTtd Kommanuu.
7.1.2 3amura MEePCOHATBbHBIX JAHHBIX

obecneunBaetcs Kommnanueit 3a ee cyer.

7.1.3 Ilomemiennss Kommanuu o0060pyIoBaHbI
BUJICOHAOIIONCHUS,  CHUCTEMOH
IIpuem mocerurenei

CUCTEMOM
KOHTPOJIL  JIOCTYTIa.
OCYIIECTBIISICTCS. B CIICIIHATBHO OTBEICHHOM
IOMEIIEH U, PACTIOJI0KEHHOM Ha 3HAUU TEJIHOM
pacCTOSHUU OT MECTa XpaHEHHS U oO0paboTKu
HepCOHAIBHBIX TaHHBIX.

7.1.4 B Kommannu pazpaboTaHa u yTBepiKJieHa
[Tomutrka 0O6pabOTKYM TEPCOHANBHBIX JTAHHBIX,
YCTaHABIMBAIOIIAs  IPAaBOBBIE  OCHOBAHM,
OCHOBHBIE YCIIOBUS U TIPUHITHITBL, IIEJTH U COCTAB
oOpabarpBaeMbIX B KoMIaHWU mepCcOHaTBHBIX
JTAHHBIX.

7.1.5 llomutika 0OpabOTKH  IMEPCOHANBHBIX
JaHHBIX pa3MelIeHa Ha KOPIIOPaTHBHOM BeO-

caliTe W JOCTymHa i  O3HAKOMJICHUS
3aWHTEPECOBAHHBIM JIUIIAM.
7.1.6 B Komnanun Ha3HA4YCHO JINIIO,

OTBETCTBEHHOE 3a OpraHHM3alui0 00padOTKU
MepPCOHATBHBIX JAHHBIX TPUKA30M I'€HepaIbHOro
nupextopa Kommanuu.

7.1.7 OnipeneneH TmepedeHb JHIl, HMEIOIIUX
IPaBO JOCTYTIA K TEPCOHATBHBIM JTAHHBIM.

7.1.8 TlpaBo moctymna K MepCOHAIBHBIM JaHHBIM
npenocrasisiercs paborHukam Kommanmu Ha
OCHOBaHHH IPHKa3a TeHEPATEHOTO JUPEKTOPA.

7.1.9 Tlepeuenp nnI], KOTOPHIM IPEIOCTaBIIEH
JOCTYTI K NEPCOHAJIBHBIM JaHHBIM, OTpaHUYeH
pabOTHWKaMHU, TPYIOBbIE (QYHKIIUH KOTOPBIX
TpeOyIoT JOCTyNa K MEepCOHAIbHBIM JaHHBIM.
Komnanus o0si3aHa 03HaKOMUTH PaOOTHHKOB,
KOMY TPEAOCTaBIEH AOCTYN K IMEePCOHATBHBIM
JaHHBIM, C ITOJIOKCHUSIMH 3aKOHOIaTenbCcTBA PO



may conduct training for the specified

employees.

7.1.10 Employees shall get access only to those
personal data, access to which is necessary for
them to fulfill their job duties.

7.1.11 Personal data processing in the Company
shall be performed based on the applicable law of
the Russian Federation, local regulatory
documents of the Company and the consent of the
subjects to processing of their personal data.

7.1.12 Use of technical protection means:

— the Company shall ensure safety of personal
data tokens;

— the Company has implemented the role-based
access to personal data, according to which
each employee of the Company is assigned a
login, i.e., the name under which such
employee accesses and processes personal
data, and apersonal password that is regularly
changed by the employee independently;

— determination of specific access rights in
relation to each employee who has been
granted the right to access personal data shall
be necessary and sufficient for such employee
to perform their job duties.

— the Company wuses protection against
unauthorized access to information and
personal data through anti-virus protection
tools.

— the intra-facility regime has been established
in accordance with which the access control
and management system has been organized
in the territory of the Company and the office.

— other measures have been takes as stipulated
by the law of the Russian Federation and local
regulatory documents of the Company.
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O TEpCOHAIBHBIX MJAaHHBIX W  HACTOSIINM
[lomoxxennem, u (WMJAM) MOXKET MPOBECTH
oOyueHue /I yKa3aHHBIX Pa0OTHUKOB.

7.1.10 PaboTHUKM moOdy4amT AOCTYyN
TOJIBKO K TEM ITEPCOHATIBHBIM TAHHBIM, JOCTYIT K
KOTOPbIM HEOOXOJHMM JUIS HMCIOJHEHUS UMH
CBOMX TPYJIOBBIX O0SI3aHHOCTEH.

7.1.11 Oo6paboTka MepPCOHANBHBIX
naHHBIX B KoMmaHWmM OCyIIecTBIisieTCsl Ha
OCHOBAHHMH JICHCTBYIOIIETO 3aKOHOJATEIbCTBA
P®, noxanbHBIX HOPMATUBHBIX akTOB Kommanvu
U corinachii cyObeKTOB Ha 00paboTKy uX
MEePCOHATBHBIX JaHHBIX.
7.1.12 Ucnons3zoBanue
CPEACTB 3alIUThHI:

TCXHHNYCCKHUX

— B Kommanuu obecnieunBaercsi COXpaHHOCTb
HOCHTEJIeH MepCOHANBHBIX JaHHBIX;

— B Komnanuu peann3zoBaH posieBoil JoCTyn K
MEePCOHAIBHBIM JaHHBIM, B COOTBETCTBHH C
KOTOPBIM KaXKIOMy paboTHUKY Kommanuu
MPUCBOCH JIOTUH — UMS, IO KOTOPBIM TaKOH
pabOTHHK  OCYLIECTBISIET  JOCTYIl K
MEePCOHATBHBIM TaHHBIM B UX 00paboTKy,
JIUYHBIM Taposib, PEryjspHO H3MEHSIEMBIA
pabOTHHKOM CaMOCTOSTEIBHO;

— OIpeAereHHe KOHKPETHBIX IIpaB JA0CTyla
NPUMEHHUTENFHO K KaXJIOMYy DPaOOTHHKY,
KOTOPOMY IIPEIOCTaBJIEHO MPaBO OCTYIa K
MEPCOHAIBHBIM JaHHBIM, HEOOXOAUMBIX U
JOCTaTOYHBIX JUIA HCIOJHEHHUS TaKuM
pabOTHUKOM CBOUX TPYIOBBIX (DYHKIM;

— KOMIIaHUSI ~ UCIOJB3yeT  3allUTy  OT

HECaHKLMOHUPOBAHHOT' O JoCTyIa K

uHopManMy ¥ MEpPCOHAIBHBIM JaHHBIM

MOCPEACTBOM

3aIUTHI,

aHTUBUPYCHBIX  CPEJICTB

— YCTaHOBJICH BHYTPHOOBEKTOBBIA PEXKUM, B
COOTBETCTBUU C KOTOPHIM OpTraHM30BaHA
cUCTeMa KOHTPOJISI U YIIPABJICHUS JOCTYIIOM
Ha TeppuTopuu Kommanuu u oduca

— UHBIC MEpBI, NpeTyCMOTPEHHbIE
3aKOHOJATeNbcTBOM  P®,  nokanbHBIMU
HOPMAaTUBHBIMU akTaMu Kommnanuu.



8. INTERNAL SUPERVISION OVER
CONFORMITY OF PERSONAL DATA
PROCESSING TO THE ESTABLISHED

REQUIREMENTS

8.1 The Company exercises internal
supervision over the conformity of personal data
processing to the requirements of Federal Law
No.152-P3 of 27.07.2006 “On Personal Data”,
normative legal acts adopted in accordance with tit,
the requirements for personal data protection, the
Company’s policy regarding personal data
processing, local documents of the Company
regulating relations in the field of personal data
processing (hereinafter referred to as the “internal

conformity supervision”).

8.2 The purposes of the internal conformity
supervision shall be assessment of compliance
with the requirements in the field of personal data
processing established by the law of the Russian
Federation and local regulatory documents of the
Company; identification and prevention of
violations in the field of personal data processing;
assessment of injury, which may be inflicted to the
subject of personal data, correlation of this injury
and measures taken by the Company to secure
execution of its obligations.

8.3
be performed in the form of audit.

8.4 The audit shall be performed by a
commission to ensure the security of personal data
(hereinafter referred to as the Commission) of at
least three people (the chairman and members of
the commission), the personnel of which shall be

The internal conformity supervision shall

approved by an order.

8.5 The audit may be scheduled and
unscheduled.
8.6 Scheduled audit shall be performed at least

once every two years.
8.7 Unscheduled audit shall be performed in
case of violations of the personal data processing
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8. BHYTPEHHHUI KOHTPO.Ib
COOTBETCTBUS OBPABOTKH
HEPCOHAJIBHBIX JTAHHBIX
YCTAHOBJIEHHBIM TPEBOBAHUSAM

8.1 Komnanus ocymiectBiseT BHYTpPEHHUI
KOHTPOJIb 00paboTKH
MIEPCOHATBHBIX JaHHBIX DeaepantbHOMY 3aKOHY OT
27.07.2006 Ne 152-®3 «O mnepcoHaTBHBIX
JAHHBIX», TPUHATHIM B COOTBETCTBHH C HHM

COOTBCTCTBUA

HOPMAaTUBHBIM IPABOBLIM dKTaM, TpG6OBaHI/I$IM K

3allUTe TEPCOHAIBHBIX JaHHBIX, MOJUTHKE
Komnanuu B OTHOIIECHUU 00paboTku
MEPCOHANBHBIX  JAHHBIX, JIOKAJBHBIM  aKTaM

Kommanum, perymupyromuM OTHOUICHHS B
oOmact 00pabOTKM TEPCOHANBHBIX JAaHHBIX
(manee — BHyTpEeHHUN KOHTPOJIb COOTBETCTBUSA).

8.2 Hensmu BHYTPEHHETO KOHTPOJIA
COOTBETCTBHUS SIBJISIETCS OIEHKA BBITOJHCHUS
TpeboBaHM B 006JacTH 00pabOTKH MEPCOHATBHBIX
JIAHHBIX, YCTAaHOBJICHHBIX 3aKOHOIATENILCTBOM PD
U JIOKUIBHBIMH  HOPMAaTUBHBIMH
Komnanuu; BhIsIBIEHHE | INIPEAOTBpAIICHUE
HapylHIeHUH B 0011acTH 00pabOTKU IMEPCOHAITBHBIX
JAHHBIX; OI[EHKA Bpela, KOTOPHIA MOXKET OBITH
NPUYUHEH CyOBEKTaM MEepCOHAIBHBIX JaHHBIX B
cllydae HapymieHuss B o0nactd  00paboTKu

aKTaMH1

TIePCOHATBHBIX JaHHBIX, COOTHOIIICHHE
YKa3aHHOTO BpeAa U MpUHHUMaeMbIx Kommnanuei
Mep, HalpaBJICHHBIX Ha 00ECTICUCHI € BHITOTHEHUS
e€ 00s13aHHOCTCHA.

8.3  BHyTpeHHUH KOHTPOJIb
MIPOBOAMTCS B hOpMeE IMPOBEPKHL.
8.4 [IpoBepka HOPOBOAUTCS KOMHCCHUEH IO
obecrieyeHUI0  OE30MaCHOCTH  ITEPCOHAIBHBIX
naHHbBIX (manee — KoMuccus) He MeHee, YeM U3
TPEX YeIOBEK (MIPeIcenaTelb U WICHBI KOMHU CCHH),
MEPCOHAIBHBIA COCTaB KOTOPOHM YTBEpKAaeTCs

COOTBCTCTBUA

IIPUKa30M.
8.5 [IpoBepka MokeT OBITH TUTAHOBOH U
BHEIJIAHOBOM.

8.6  IlmanoBas mpoBepKa MPOBOAUTCS HE PEKE

OJTHOTO pa3a B JiBa rojia.
8.7  BaennanoBas NpOBEpPKa MPOBOAUTCS B
cilydyae  BBIIBJICHHS  HapymICHHH  TOpsIKa
00pabOTKM TEPCOHANBHBIX JAHHBIX JHOO 10
(hakty MOJyYCHU ST HKAIOOBI cyOBeKTa
MePCOHATBHBIX JaHHBIX.



procedure or upon receipt of a complaint from a
personal data subject.

8.8 Internal supervision stages:

8.8.1 Preparation for the audit.

— the commission determines the objects of
supervision (processes, structural units,
information systems, etc.), areas of
verification, the list of parameters supervised,
the audit duration.

8.8.2 Performance of audit.

8.8.3 The audit shall be held in the form of:

direct inspection of personal data processing

locations,

examination and analysis of processes for

working with personal data;

examination and analysis of information
systems;

surveying of employees in charge of personal
data processing.

8.8.4 The audit shall be performed within a
period of not more than seven (7) business days.
8.8.5 Registration of audit results.

— during the audit, the data obtained shall be
compared to the list of supervised parameters
and one of the following two decisions shall
be made:

on conformity of the personal data processing
procedure to the established requirements;

on non-conformity of the personal data
processing procedure to the established
requirements.

the fact of the audit and its results shall be
recorded in the Statement.

8.8.6 Taking measures on the basis of audit
results.

In case of revealing of conformity of the personal
data processing procedure to the established
requirements, the audit shall be completed.

In case of revealing of non-conformity of the
personal data processing procedure to the
established requirements, the Commission shall
develop a set of measures to eliminate
inconsistencies, bring them to attention of the
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8.8 Dranmbl  ocymiecTBJieHHsI  BHYTpPEHHeEIO
KOHTPOJIA:
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8.8.1 [oaroToBKa K MPOBEAECHUIO MPOBEPKU:
— KOMHCCHSI ONpEIesieT OOBEKTh KOHTPOJ
(TIporecchl, CTPYKTYpHBIE MOJpa3JeeHNs,
WH(POPMAITMOHHBIE CHCTEMBI U T.11.), 00JIaCTH
MPOBEPKH, nepedeHb KOHTPOJIBHBIX
MapaMeTpoB, CPOK MTPOBEACHUS ITPOBEPKH.
8.8.2 IlpoBeneHune npoBEpKH.

8.8.3 IIpoBepka mpoBoAuTCS B hopMe:

HCIIOCPCACTBCHHOI'O OCMOTpa MECT

00paboTKM MEePCOHANBHBIX TAHHBIX,

HUCCIICAOBAHUA U aHAJIN3a ITPOICCCOB pa60TBI
C ICPCOHAJIbHBIMU JaHHBIMH,

— HCCIENOBAaHWS W aHanu3a  pabOThI
HHGOPMAITMOHHBIX CHCTEM,
— ompoca pabOTHHUKOB, OCYIIECTBIISIOIINX

00pabOTKy MePCOHATBHBIX JTaHHBIX.

8.8.4 IIpoBepka MpoBOAUTCS B CPOK He Oojiee 7

(cemm) paboumnx qHEH.

8.8.5 OdopmiieHne pe3ynbpTaToB MPOBEPKU:

— B XOJ€ MPOBEIEHUS MTPOBEPKH, TTOITYICHHBIE
JIAHHBIE, COIOCTABJISIOTCA C  IEPEYHEM
KOHTPOJIBHBIX IapaMeTpOB W BBIHOCHUTCA
OIHO U3 JBYX PEUICHHU:

0 COOTBETCTBMHM TMOpsiAKa  00paboTKH
MEPCOHAIBHBIX JTAHHBIX YCTaHOBJICHHBIM
TpeOOBaHUSIM;

O HECOOTBETCTBUM IOpsAAKa 00paboTKH

MEPCOHANBHBIX  JaHHBIX yCTaHOBJICHHBIM
TpeOOBAHUSIM.

— (akT mpoBeneHMS U PE3YNbTAaThl MPOBEPKU
¢ukcupyrorcs B AKTe.

8.8.6 IIpunsTue Mep 1o pe3yabTaTaM IPOBEPKH.

B ciywae coorBercTBUs mopsigka oOpabOTKu
MEPCOHANBHBIX  JAaHHBIX  yCTAHOBJICHHBIM
TpeOOBaHMSIM MTPOBEPKA 3aBEPIIACTCA.

B cimyuae HecooTBeTCTBUS MOpsiaKa 00pabOTKu
MEepPCOHANBHBIX  JaHHBIX  yCTAaHOBJICHHBIM
TpeboBanusm Komuccus B cpox 5 (Ilsre)
pabounx aHel pa3pabaThiBaeT KOMILIEKC MEp IO
YCTPaHEHHIO HECOOTBETCTBUH, NOBOJUT UX JO
CBEJICHH S OTBETCTBEHHBIX JIMI] M Ha3HAYAET CPOK
yCTpaHEHHUSL.



persons in charge and set the deadline for
elimination of inconsistencies within five (5)
business days.

8.8.7 Verification of
eliminate inconsistencies:

taking measures to

— on expiration of the deadline for elimination
of inconsistencies set by the Commission, the
latter shall perform of
compliance;

verification

in case of taking measures to eliminate
inconsistencies and establish conformity of
the personal data processing procedure to the
established requirements, the audit shall be
completed;

in case of non-taking measures to eliminate
inconsistencies, the Commission shall be
entitled to set a new deadline or make a
proposal to bring to justice those responsible
for violating the personal data processing
procedure.

9. LIABILITY FOR VIOLATION OF THE
NORMS THAT REGULATE
PERSONAL DATA PROCESSING

9.1 Liability for disclosure of the information
related to the employee’s personal data.

9.2 Person violating the regulation for the
receiving, processing and protecting employees’
personal data shall be the subject for disciplinary
and material liability in accordance with the
procedure established by the Labor Code of the RF
and other federal laws, as well as for disciplinary,
administrative, civil or criminal liability in
accordance with the procedure established by
federal laws.

9.3 The Company shall be entitled to apply
such types of disciplinary sanctions as a remark, a
reprimand, a dismissal according to paragraph c of
Clause 6 of Part 1 of Article 81 of the Labor Code
of the RF (Disclosure of a Secret Protected by the
Law, Including Personal Data of Another
Employee).

-
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8.8.7 IlpoBepka  UCHOJHEHUS o

YCTpaHEHHIO HECOOTBETCTBU:

Mmep

1o HCTCYCHHU U CpoKa yCTpaHeHHUs
HECOOTBETCTBHM, Ha3HaueHHOro Komuccuen,

IIOCJIEAH SIS IPOBOAUT IIPOBEPKY U CIIOIHEHUS,

B Cllyyae MCIIOJIHCHUS MEp 10 YCTPaHEHHIO
HECOOTBETCTBHH M COOTBETCTBHUH ITOPSIKA
00paboTKH MEePCOHATBHBIX JTAHHBIX
YCTaHOBJICHHBIM TPEOOBaHUSAM IPOBEPKa
3aBepILACTCS;

B CIIy4ae HEUCIIOIHECHHUSI MEp 110 YCTPAHECHHIO
HECOOTBETCTBHI Komuccus BIIPABEe
Ha3HAYUTh HOBBIA CpOK JIMOO BHECTH
MPEUIOKEHUE 0 MPUBIICUCHUH K
OTBETCTBEHHOCTH BUHOBHBIX B
HapylmIeHU U 00paboTKH

nm,
opsiiKa
NEPCOHATBHBIX TAHHBIX.

9. OTBETCTBEHHOCTD 3A HAPYIIEHUE
HOPM, PEI'YJIMPYIOIIUX OBPABOTKY
INEPCOHAJIBHBIX TAHHBIX

9.1 OTBETCTBEHHOCTh 32  pa3IJIalleHUe
nHpOpMALNY, CBSI3aHHOM C IEepPCOHAIbHbBIMU
JaHHBIMU paOOTHUKA

9.2  Jluma, BUHOBHBIE B  HapylICHUH
MOJIOKEHUH 3akoHonarenscTBa PO B obmactu
MEepPCOHANBHBIX  JAaHHBIX  1pu  00paboTke
MEePCOHATBHBIX JAHHBIX, MOTYT OBITH TPUBJICUECHBI
K JUCIUTITUHAPH 0N Hu MaTepHu ATbHON
OTBETCTBEHHOCTH B TIOPS/IKE, YCTaHOBJICHHOM
TpynoBbM kogekcom PO wu VHBIMU
(denepadbHBIMM  3aKOHaMH, a  TaKkKe K
aIMUHUCTPATUBHON, I'Pa)<JaHCKO-IIPaBOBOM WU
YIOJIOBHOH MOPAIKE,
YCTaHOBJICHHOM (heiepabHbIMU 3aKOHAMH.

9.3 Kommnanus BripaBe npuMeHNUTh TAKH € BHIBI
JUCLUIIMHAPHBIX B3bICKAHUHM Kak 3aMedaHue,

OTBCTCTBCHHOCTH B

BBIT'OBOP, YBOJBHEHHE IO III. «B» 1. 6 4. 1 cT. 81
TK PO (pasrmamenue oxpaHseMOW 3aKOHOM
TaifHbl, B TOM 4YHCIE MEPCOHAIBHBIX JaHHBIX
Ipyroro paboTHHKA).
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9.4 documents by the
employee shall be the ground for making

disciplinary action up to termination of the

Providing false

employment contract.

9.5 The full material liability of the employee
lies in their obligation to compensate for the direct
actual damage caused to the employer in full.

10. FINAL STATEMENTS

10.1  The Policy is obligatory for all employees
of the Company.

10.2  Employees and their representatives must
be familiarized against signature with documents
establishing personal data protection and
employees’ rights and obligations in this regard.
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9.4
JOKYMCHTOB SBJIACTCA JJIs1
BBIHCCCHU A U CHHUIUIMHAPHOT'O B3bICKaH U BI1JIOTb

[IpencraBneHne paOOTHHKOM TTO/IIOKHBIX
OCHOBaHHUEM

JI0 YBOJIbHCH UL
9.5
pabOTHUKA  COCTOUT
BO3MEMIATh [IPH YK HEHH bIi pa0d0TOIaTEITIO ITPAMOM

Tlonnas MaTr€puajibHasd OTBETCTBECHHOCTH
B €ro 00s3aHHOCTH

JIECTBUTENBHBIN yIIepO B MOJTHOM pa3mepe.

10. BAK/IIOYUTEJIBHBIE ITOJIOKEHUSA

10.1 Ilomoxenue 00s13aTeIHLHO
03HAKOMJICHUIO JIJIsl BceX paboTHUKOB Kommanum.
10.2  PaGOTHWKYU M X TPEICTABUTEIH TOJDKHBI
OBITH 03HAKOMJICHBI ITOJT PACTTUCKY C JOKYMEHTaMU

Oopranusanuv, YyCTaHaBJIMBAIOIIUMU IIOPSAOOK

K

00pabOTKH MTEPCOHATBHBIX JAHHBIX PAOOTHHKOB, 4
TaKkKe 00 MX MpaBax W OOM3aHHOCTAX B DITOMH
o0acTy.
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